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Important Information Please Read
Security Administration Changes for HRMS Upgrade (Launch B)

Launch B provides new functionality for E-Recruiting and Grievance Professional Users:
% E-Recruiting through the HRMS Portal (Available 11/22/08)
% Some E-Recruiting and Grievance reports available through the
HRMS Portal Bl_Reports tab (Coming Soon)

Users who want to take advantage of this new functionality may need additional accounts and new
roles in the HRMS Portal and in Business Intelligence (Bl).

Below is a summary of the UserID accounts and setup needed to access this new functionality. For

specific details on how to set up each user, please refer to the appropriate sections of this handbook.
Agency Security Administrators must complete these steps.

E-RECRUITING USER — Access via the Portal - NO authorization for Bl Reports

CLIENT | USERID ACCOUNT ROLES (One or More)

EPO 8-digit Pernr account SERP_RCF_ASSESSMENT
SERP_RCF_DE ADMIN_LIMITED
SERP_DE_RCF_JOB SEEKER _SUPPORT
SERP_RCF_DECISION_MAKER
SERP_RCF_MGR_AS_RECRUITER
SERP_RCF_RECRUITER
SERP_RCF_RECRUITER_LIMITED
SERP_RCF_RECRUITER_SUPPORT
SERP_RCF_REQ_REQUESTER

BIP 8-digit Pernr account ZS Bl GENERAL_ACCESS
Note: may have other Bl roles for HR/FI/GR/ER

HRMS Professional UserID - There are two different types: ER_Assessment_GRP

PORTAL ER_DecentralAdminLimited_GRP
LDAP UserID: This account already exists in the ER_DeCentraldSSupport_ GRP
portal. Users that are part of the state’s Active ER_DecisionMaker_GRP
Directory tree access the portal with their email ER_ManagerAsRecruiter_GRP
address and network password. ER_Recruiter GRP

ER_RecruiterLimited_ GRP
UME UserID: Agency Portal User Administrators ER_RecruiterSupport_GRP
create this account. The format for UME accounts ER_RequisitionRequest_ GRP
are: agency domain\username (for example
dop\mickeym).
Map the Professional User account to their BIP Pernr
UserID
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E-RECRUITING USER — Access via the Portal - Authorization for Bl Reports

CLIENT | USERID ACCOUNT ROLES (One or More)
EPO 8-digit Pernr account SERP_DE REPORTS AGYWIDE or
SERP_DE_REPORTS_DIVERSITY or
SERP_DE_REPORTS _LTD or
BIP 8-digit Pernr account ZS Bl XXXX_END_USER and
(XXXXis 4 or 5 digit agency number)
ZS Bl XXXX WBWT and
ZS BlI_SOW_WBWT and
ZS Bl_GENERAL_ACCESS and
ZS BI-ER_ANALYSIS (Infocube role)
Notes:
If this is an existing Bl User who has a POWER_USER or END_USER role, you only need to add the
ZS_BI-ER_ANALYSIS role.
Depending on other requirements, the user may also have Fl and/or HR and/or GR Analysis roles.
Centralized E-Recruiting roles are handled by DOP.
HRMS Professional UserID - LDAP or UME Bl _REPORTS_GRP
PORTAL

Map the Professional User account to their BIP Pernr
UserID

GRIEVANCE USER — Access via the Portal - Authorization for Bl Reports

CLIENT | USER ACCOUNT ROLES
RPO 8-digit Pernr account SR3P_DE_GRIEVANCE_ADMIN
or
SR3P_DE_GRIEVANCE_INQ
BIP 8-digit Pernr account ZS Bl XXXX_END_USER
(XXXX is 4 or 5 digit agency number)
ZS_BI_XXXX_WBWT
ZS_BI_SOW_WBWT
ZS_BI_GENERAL_ACCESS
ZS_BI-GR_ANALYSIS (Infocube role)
Notes:
If this is an existing Bl User who has a POWER_USER or END_USER role, you only need to add the
ZS_BI-GR_ANALYSIS role.
Depending on other requirements, the user may also have Fl and/or HR and/or ER Analysis roles.
Centralized Grievance roles are handled by DOP.
HRMS Professional UserID — LDAP or UME Bl REPORTS GRP
PORTAL | Map the Professional User account to their BIP Pernr

UserlD

Security Administration Handbook v9
Revised: 05/13/2010

Page 7 of 115



DECENTRALIZED SECURITY ADMINISTRATORS

CLIENT | USER ACCOUNT ROLES
RPO 8-digit Pernr account SR3P_XXXX_ USER_ADMIN and/or
SR3P_XXXX_AUTH_ADMIN
Add entry in the OOSB (T77UA) with the appropriate
authorization data profile
BIP 8-digit Pernr account ZS Bl XXXX_USER_ADMIN
ZS Bl_GENERAL_ACCESS
EPO 8-digit Pernr account SERP_USER_ADMIN
HRMS Professional UserID — LDAP or UME User Admin Role on the Assigned Roles
PORTAL tab
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Checklist for UserID Account Maintenance

This checklist outlines what is required in each of the systems in order for a professional user to have appropriate
access in the Human Resource Management System. This also outlines the steps to complete on professional
and non-professional user accounts when employees transfer to other agencies or are withdrawn from state
employment.

.  HCM Professional Users

o Roles assigned to the position in HCM

o SUO01 User Account with validity dates and Agency User Group

o >For SSO Users ONLY: Entry in SNC tab

o Note: Effective April 27, 2010 agency Security Administrators will no longer need to assign licenses
in SUO1. Licenses are assigned automatically to the user account based on the roles assigned.
Entry of Authorized Profile in OOSB

o If PERS_ADMIN_PROC role is assigned add additional entry of WA_SOW in OOSB

Il. Bl Professional Users
o Roles assigned in Bl
o SUO01 User Account with validity dates and Agency User Group
o >For SSO Users ONLY: Entry in SNC tab
o Entry of Authorized Profile in OOSB in HCM
Note: Effective April 27, 2010 agency Security Administrators will no longer need to assign
licenses in SUO1. Licenses are assigned automatically to the user account based on the roles
assigned.
[ll. E-Recruiting Professional Users
o Role(s) assigned in E-Recruiting
Note: Effective April 27, 2010 agency Security Administrators will no longer need to assign
licenses in SUO1. Licenses are assigned automatically to the user account based on the roles
assigned.
IV. Portal Professional Users
o Email address (LDAP) or agency domain\username (UME) UserID account
o Bl Reporting for E-Recruiting, Grievance, HR or Finance :
o SUO1 User Account with validity dates (HCM — Section 1)
Entry of Authorized Profile in OOSB (HCM —Section 1)
SU01 User account with role(s) and validity dates in Bl (Bl - Section Il)
Bl_Reports_GRP role assigned to the Professional portal account
Professional Portal account mapped to user’s Bl account
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have
Professional Portal accounts mapped to the Federated Portal.
o E-Recruiting Functionality (Professional Users in EPO):
o Role(s) assigned in E-Recruiting (E-Recruiting - Section Ill)
o SUO01 User account with General_Access role and validity dates in Bl (Bl - Section )
o Assign E-Recruiting Group role(s) that match E-Recruiting role(s) in Portal
o Portal account mapped to user’s Bl account
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have
Professional Portal accounts mapped to the Federated Portal.
o WEBGUI users
o Roles assigned to the position in HCM (HCM — Section 1)
o SUO01 User account with General_Access role and validity dates in Bl (Bl - Section )
o HR_HTMLGUI_GRP role assigned to the Professional portal account
o Professional Portal account mapped to user’s Bl account
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have
Professional Portal accounts mapped to the Federated Portal.

O O O O
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When Employees Transfer out of the Agency (Professional Users Only)
o HCM — Delete employees profile entries in OOSB
HCM — Change the User Group back to ESSUSER in SUO01

HCM — Delete the SNC entry — SSO only

Bl — Delete the Bl user account

E-Recruiting — Delete roles ONLY

Portal — Delete user mapping for agency Domain\Username — UME Professional account

Portal — Delete the Professional account (agency Domain\Username - UME) - LDAP e-mail address
account cannot be deleted

Portal — Delete the Group and/or User_Admin roles (LDAP)

Portal — Delete user mapping for e-mail address account (LDAP)

**Effective April 26, 2010 you MUST also contact the DOP Service Center to have
Professional Portal accounts mapping cleared from the Federated Portal.

O 0O O 0 O O O

O O

When Employees Leave State Employment — Withdrawn Status (Professional and Non-Professional

Users)

HCM — Delete profile entries in OOSB if there are entries

HCM — Delete the user account (SUO1) — this takes away user’s access to ESS

Bl — Delete the Bl user account if created

E-Recruiting — Delete roles ONLY

Portal — Delete the ESS account (8 digit personnel number - UME)

Portal — Delete user mapping for agency Domain\Username — UME Professional account

**Effective April 26, 2010 you MUST also contact the DOP Service Center to have

Professional Portal accounts mapping cleared from the Federated Portal.

o Portal — Delete the Professional account (agency Domain\Username - UME) LDAP e-mail address
account cannot be deleted

o Portal — Delete the Group and/or User_Admin roles from the e-mail address account (LDAP)

o Portal — Delete user mapping for e-mail address account (LDAP)
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have
Professional Portal accounts mapping cleared from the Federated Portal.

O O O O O O
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SAP License Assignment Matrix

Note: Effective April 27, 2010 agency Security Administrators will no longer need to assign licenses in
SUO01. Licenses are assigned automatically to the user account based on the roles assigned. License
information will no longer show in SUO1, in the LicenceData Tab. This matrix is for reference only. If
you have questions about licenses please contact the DOP Service Center at 360-664-6400 or

servicecenter@dop.wa.gov.

HCM (RPO0)

Column A

Column B

Column C

mySAP Business Suite
Professional

mySAP Business Suite Limited
Professional

mySAP Business Suite Employee

SR3P_XXXX_AUTH_ADMIN
SR3P_XXXX_USER_ADMIN
SR3P_CE_GRIEVANCE_ADMIN
SR3P_CE_OST_PAYOPS_ADMIN
SR3P_CE_SECURITY_AUDIT
SR3P_DE_BENE_PROC
SR3P_DE_GARNISH_ADMIN
SR3P_DE_GRIEVANCE_ADMIN
SR3P_DE_FIN_RPT_PROC
SR3P_DE_LEAVE_CORR_PROC
SR3P_DE_ORG_MANG_PROC
SR3P_DE_PAY_ANL
SR3P_DE_PAY_PROC
SR3P_DE_PAY_SUPV
SR3P_DE_PERS_ADMIN_PROC
SR3P_DE_PERS_ADMIN_SUPV
SR3P_DE_QUALADM
SR3P_DE_T&A_PROC
SR3P_DE_T&A_SUPV

and

SR3P_SOW_ESS

SR3P_XXXX_DATA PROFILE
SR3P_XXXX_SECURITY_AUDIT
CR3P_CE_INQ_HELP_DESK
SR3P_CE_BENEFITS_INQ
SR3P_CE_GARN_INQ
SR3P_DE_GRIEVANCE_INQ
SR3P_DE_ORG_MGT_INQ
SR3P_DE_PAY_INQ
SR3P_DE_PERS_ADMIN_INQ
SR3P_DE_T&A_INQ

and

SR3P_SOW_ESS

SR3P_SOW_ESS
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Business Intelligence (BIP)

Column A

Column B

mySAP Business Suite Professional

mySAP Business Suite Limited
Professional

ZS_BI_XXXX_USER_ADMIN
ZS_BI_XXXX_POWER_USER

ZS_BI_XXXX_END_USER
ZS_BI_XXXX_SECURITY_AUDIT
ZS_BI_XXXX_WBWT
ZS_Bl_GENERAL_ACCESS
ZS_Bl_SOW_WBWT
ZS_BI-ER_ANALYSIS
ZS_BI-FI_ANALYSIS
ZS_BI-FI_SOW_ANALYSIS
ZS_BI-GR_ANALYSIS
ZS_BI-GR_SOW_ANALYSIS
ZS_BI-HR_ANALYSIS
ZS_BI-HR_SOW_ANALYSIS
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E-Recruiting (EPO)

Column A

Column B

Column C

mySAP Business Suite Professional

mySAP Business Suite Limited
Professional

License field is blank

SERP_CE_RCF_BUSINESS_ADMIN
SERP_CE_RCF_JOB_SEEKER_SUPPORT
SERP_CE_RCF_RECRUITER
SERP_CE_RCF_USERLIST_ADMIN
SERP_CE_SYSADM_RPTS
SERP_DE_RCF_BUSINESS_ADMIN
SERP_DE_RCF_JOB_SEEKER_SUPPORT
SERP_RCF_ASSESSMENT
SERP_RCF_DE_ADMIN_LIMITED
SERP_RCF_MGR_AS_RECRUITER
SERP_RCF_RECRUITER
SERP_RCF_RECRUITER_LIMITED
SERP_RCF_RECRUITER_SUPPORT
SERP_RCF_REQ_REQUESTER
SERP_RCF_RESTRICTED_RECRUITER
SERP_USER_ADMIN
SERP_WFM_DEVELOPER_LIMITED

SERP_CE_COMPLIANCE_ADMIN
SERP_CE_REPORTS
SERP_CE_REPORTS_DIVERSITY
SERP_DE_REPORTS_AGYWIDE
SERP_DE_REPORTS_DIVERSITY
SERP_DE_REPORTS_LTD
SERP_RCF_COMPLIANCE_ADMIN
SERP_RCF_HIRE_MGR_SURVEY
SERP_RCF_REQUISITION_OWNER

No Roles are Assigned,

mySAP Business Suite
Employee license will be
automatically inherited
from the RCF_CAND _INT
reference user.
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Systems Overview
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As a Human Resource Management System (HRMS) Security User or Authorization Administrator, you
will be responsible for assisting your agency professional staff interface with the DOP HRMS.

HRMS consists of: Human Capital Management (HCM), E-Recruiting, Business Intelligence (Bl) and
Enterprise Portal (HRMS Portal)

The chart below describes all of the systems and how they are accessed in very general terms:

A A
Internat

HRMS =
NETWORK ON WHICH

CURRENTLY LOGGED IN ‘

u DOP Web pages
SAPGUI ;
Y Y X f
AUSNEICE [ Security Admin D:Ebp;qse 17
ESS
WEBGLI

ESS ar WEBGUI Bl
E-Recruit

Portal ADMIN
Admi I v E-Recruit . 4T T o
L . Daiabase pr

E-rec functions

HRMS Partal
Websita ¥

Business
Intelligence iy Bl Reports

Applicant

User or Security Admin | Calabate

The “SAPGUI” noted at the top left of the diagram is a Desktop application entry point. If your agency
works within the State Government Network (SGN), the SAPGUI gives you a “stateful” connection to
the following applications:

e HCM database of Personnel and Payroll information

e E-Recruiting Database

e Business Intelligence (Bl) - previously called “Business Warehouse”
If you are in a K-20 system or the Military system or otherwise OUTSIDE the SGN, specific
arrangements can be made with DOP or DIS in order for your agency to access the HRMS systems.

The HRMS Portal is an alternative method of entering the various systems using a professional portal
UserID (LDAP or agency UME).
The HRMS Portal is the ONLY way to enter Employee Self Service (ESS) using an 8 digit pernr.

The HRMS Portal is available for access from outside the SGN via the internet -
https://wahrms.wa.govV/irj/portal

The HRMS Portal is available for access from inside the SGN via the internet -
https://myhrms.wa.qgov/irj/portal
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General Naming Conventions

There are several parts/nodes to the role names in the HRMS. The following is the explanation of each
node:
» The First Node identifies whether the role is a “S”ingle role or “C’omposite, “R3” or “ER” and
that it is a “P”roduction role
= Single roles will begin with “S”
= Composite roles (roles made up of single roles) will begin with “C”
= HCM ( old R3) Roles will have “R3” as the second and third characters in the role name.
= ER Roles will have “ER” as the second and third characters in the role name.
» The fourth character will be “P” identifying the role as a production role.
» The Second Node identifies whether the role is (“DE”centralized or “CE”ntralized) or custom
= Decentralized roles and “SR3P_SOW_ESS” may be assigned by agency Authorization
Administrators.
= Centralized and custom roles may only be assigned by DOP.
» All subsequent Nodes describe the intended role function.
= Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst, built as single role and
assignable by agencies.
> Bl roles begin with ‘ZS_BI* the remaining characters being as descriptive as possible to match
the role name.
» Example: ZS_BI _1110_USER_ADMIN — Bl User Administrator for a particular agency.

HCM Roles

HCM Roles generally consist of at least one Decentralized Role or Centralized Role and a
Structural Data Profile Role.

Security Admin, Auth and Audit Roles consist of at least one Security/Auth/Audit Role and a
Structural Data Profile Role.

» Decentralized HR Roles begin with ‘SR3P_DE™* with the remaining characters being as
descriptive as possible to match the role name.

= Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst
» Centralized HR Roles begin with ‘SR3P_CE* with the remaining characters being as descriptive
as possible to match the role name.

= Example: SR3P_CE_FINC_APRYV — Centralized Financial Approver
» Security Admin and Auth Roles begin with ‘SR3P_XXXX*" with the remaining characters being
as descriptive as possible to match the role name, and XXXX being the Personnel Area/Agency.

» Example: SR3P_1110_AUTH_ADMIN — DOP Authorization Administrator
» Structural Data Profile Roles begin with ‘SR3P_XXXX_DATA_PROFILE’ with XXXX being the
Personnel Area/Agency.

» Example: SR3P_1110_DATA_PROFILE — DOP Structural Profile Role
»  Security Audit Roles consist of Decentralized SR3P_XXXX_SECURITY_AUDIT or
SR3P_CE_SECURITY_AUDIT.

NOTE: All Centralized roles are assigned by DOP.
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User Groups in HCM and Bl

» User Groups are formatted as follows: WA_XXXX
=  Where XXXX = Personnel Area/Agency

» The description should match the agency name (example follows)
= User Group: WA_1110
= Description: Department of Personnel

Bl Roles

Bl professional users are required to have an HCM UserID with an agency Data Profile Role
assigned to their position and the agency authorization profile entered in the OOSB, before creating
the Bl UserlD account.

Bl Roles Include:
e one End or Power User role —ZS Bl XXXX_ POWER_USER/ZS BI XXXX_END_USER
e one or more of the InfoCube Roles — ZS_BI-FI_ANALYSIS, ZS BI-HR_ANALYSIS,
ZS BI-ER_ANALYSIS, ZS_BI-GR_ANALYSIS
e agency and statewide Workbook/Web Template Roles — ZS_Bl_XXXX_WBWT and
ZS BI_SOW_WBWT
e the General Access role —ZS_BlI GENERAL_ACCESS

» BI End User, Power User, and Workbook/Web Template Roles begin with ZS_BIl_*" and
Personnel area with the remaining characters being as descriptive as possible to match the role
name.

= Example: ZS_BI_1110_END_USER - DOP BI End User

» Bl InfoCube Roles (HR, Fl, ER, or GR) begin with ‘ZS_BI -*’ with the remaining characters being
as descriptive as possible to match the role name.

" Example: ZS_BI-FI_ANALYSIS
ZS BI-FI_SOW_ANALYSIS
ZS BI-HR_ANALYSIS
ZS _BI-HR_SOW_ANALYSIS
ZS_BI-ER_ANALYSIS
ZS BI-GR_ANALYSIS
ZS BI-GR_SOW_ANALYSIS

» Security Admin Roles begin with “ZS_BI _XXXX*" with the remaining characters being as
descriptive as possible to match the role name, and XXXX being the Personnel Area/Agency.

» Example: ZS_BI _1110_USER_ADMIN - DOP UserID Administrator for Bl
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E-Recruiting Roles

» Decentralized E-Recruiting Roles begin with ‘SERP_DE* with the remaining characters being
as descriptive as possible to match the role name.
= Example: SERP_DE_REPORTS_AGYWIDE

» Centralized E-Recruiting Roles begin with ‘SERP_CE* with the remaining characters being as
descriptive as possible to match the role name.
= Example: SERP_CE_RCF_RECRUITER

» Security User Admin role in E-Recruiting does not distinguish between personnel areas. The
role is SERP_USER_ADMIN

Portal Roles

Portal Roles include:

e Portal User Admin — Single role
BI_Reports_GRP — Group role — Accessing Bl Reports through the HRMS Portal.
HR_HtmIGui_GRP — Group role — Accessing HRMS through the HRMS Portal
ESS_ GRP — Group role — Accessing Employee Self Service
Various ER_* Group Roles to access E-Recruiting functionality through the HRMS Portal.
These roles should match the roles that are assigned to the Professional E-Recruiting users
in EPO. See the HRMS Portal section of the Handbook.
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HCM Authorization

Administrator
SR3P XXXX AUTH ADMIN
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Introduction

Security within the HRMS is based on a record called a “UserID”. A UserID is necessary to enter a
specific system within the HRMS. |t is distinct and separate from personnel records and is the primary
responsibility of the UserID Administrator. Things like name changes in the personnel/payroll records
do NOT propagate to the UserID records.

Each UserlD may be assigned Professional Roles which define how the user will interface with the
specific system within the HRMS. In the Personnel/Payroll system (aka HRMS, R3 or HCM)
Professional roles are divided into the following areas:
e Personnel
Payroll
Time & Attendance
Grievance
Organizational Management
Security Administration

In each of those functional areas, there are tiers of access:
e “Processor” or “Administrator” levels have the most authority to update Master Data;
e “Inquiry” roles, which can view Master Data, cannot update it.
e “Supervisor” roles have some qualities of both Processors and Inquirers.

There are other roles available in the system, but decentralized agency authorization administrators
only have the authority to assign roles available to their agencies.

Dept. of Personnel Setup for Non-Professional UserID accounts

1. DOP creates UserlID for new hires (SUO1)

2. DORP links Personnel Record to UserID (PA30)

3. DOP assigns the SR3P_SOW_ESS role

4. DOP creates ESS Portal accounts for new employees

5. DOP distributes ESS passwords to User Administrators
NOTE:

®  New employee UserlDs are created by DOP twice weekly. DOP creates Employee Self Service UserlDs
(Pernr-based) in the Portal. These ESS Portal accounts have access to ‘My Personal Information’, ‘My
Earnings Statement’ and ‘My Career’ where the user can create their internal E-Recruiting profile and apply
for state jobs.
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Assign Roles to Positions Using PFCG

Prerequisites:
v Role name(s)
v SAP position number(s).

NOTE: To quickly find the position number, do the following:
PA20 > Enter Personnel number = Select Actions = Display = the position number will be under
Organizational Assignment block in the middle of the screen. Copy the position number and continue with the
Role Assignment steps below.

1. Enter transaction ‘PFCG’ (/nPFCGQG) to assign roles to positions.

2. If you know the fully qualified role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise,
search for a role that needs to be assigned to a position. Key SR3P* (for single role) or CR3P* (for

composite role) and click on B .
Role Maintenance

il =) o2+ Transactions

Role — % GSR3P* |D roe O

Mame

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*) and click on

)

Role Marme (1)

Single Raolez k Compozite Raoles |

Single Role @

Ruale name

b axiniurn nio. af hits a00

@@*IIEI
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4. Double click on the appropriate role; for this example, ‘Personnel Administration Inquirer’ is
selected.

Edit Goto Utilities  Enviranment tem  Help

: a0 e OHEB DNoD NE | @

Role Maintenance
o m %| o Transactions

TIE (] Found

e arap’ l_ * Single Foles L Composite Roles | = LT_t m

Mame Decentralized Persannel . VI % fﬁ @ . |

|®Views EJ|!| Wl ||| Show Do | S1ngle Role |Ro|e na.me - |

- SRAP_CE_PAY_RFPRT_ADMIMN Centralized Payroll Reparts Administrator E|

fasaiag SR3P_CE_SECURITY_AUDIT Centralized Security Auditor [~]
SR3P_CE_TIME_MMNG_INTER_ADMIN Centralized Time Management Interface Administrator ]
SR3P_CE_USER_ADMIN Uszer Administrator
SRAP_CE_WRKSCHED_COMNFIG_ANL Centralized Work Schedule Configuration Analyst
SR3F_DE_BEME_PROC Decentralized Benefits Processar
SRAP_DE_GARMISH_ADMIMN Decentralized Garnishment Administrator —
SR3P_DE_LEAVE CORR_PROC Decentralized Leave Correction Processor
SRAIP_DE_ORG_MAMNG_PROC Decentralized Organizational Management Processaor
SRAP_DE_PAY_AML Decentralized Payroll Analyst
SRAP_DE_PAY_ING Decentralized Payroll Inquirer
SR3P_DE_PAY_FROC Decentralized Payroll Processor
S0 Dl ECentallzed Dayro y I
SRAFP_DE_FERS_ADMIM_ING |Decentra|ized Fersannel Administration Inguirer _.>
m.-. B ia el el s -
SR3F_DE_PERS_ADMIN_SLIPY Decentralized Personnel Administration Supervisor
SRIP_DE_TE&A_IMNG Decentralized Time and Attendance Inguirer
SR3P_DE_T&A_FROC Decentralized Time and Attendance Processor E‘
SRAFP_DE_T&A_SUPY Decentralized Time and Attendance Supervisar E‘

27 Entries Found

5. Once the role is selected, click on the Z| edit button.

Eole Edit Goto Erwiranment em  Help

] S O R e s S R R R e @
Role Maintenance
o %| =2+ Transactions

Role SR3P_DE_PERS_ADMIN_ING ke |1 Roe |3 comp.Role |
MHarme Decentralized Fersannel Administration Indeirer
| -@ || Show D'ocumentation ‘
F avarites |Descriptinn Target Sys
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a. Click on the ‘User’ tab

b. Click on the “Organizational Mg...” button. IF this button does not appear, click on the &
‘back’ button, then click ‘Goto’ pull-down menu (on menu bar), select ‘Settings” and select
‘Complete View (Org Mgmt & Workflow)’. Then, repeat Step 5 above.

Change Roles

P/ overe | 2|

Raole
Role |SR3P_DE_PERS_ADMIN_INO |
Description |Decentra|ized Personnel Administration Inguirer

d

b
ElE @k?y Selection | [lIOrganizationaIMg...l = Usercompari50n|

User ID User name Fram to I...
20022671 Mickey Mouse ©9/01/2008 12/31/0999 C [=]
20022672 Minnie Mouse ©9/01/2008 12/31/0999 C [~]
oo e e =

6. Click on the ‘Create Assignment’ button.

=

Assignment Edit Goto  View System  Help

G |

0 ECee CHR anon | &

Role: Change Agent Assignment

EE EEEEEEE

@ Indirect user assignments ok

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I

S 70000664
/S 70000740

—_— N

ADMIN ASSIST 5
HUMAN RESOURCES SPECIALIST
BUS/FIN ADMIN

L T
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7. Choose agent type
a. Click on ‘Position’ as the object type

b. Click the ¥ ‘enter’ button.
IlI?’Chnnse agent type

lcan |Dhjen:ﬂ}.fpe |
Work Center

Joh

Crrganizational unit
Ferson

Position ]
Lser

Eelool? [ B e

b| [v|[%]

8. Enter SAP position number (w/o the ‘'S’) in ‘Search Term’ field (overlay/replace the *), and click on
o

Choose Position

Search Term * e

!Bmax

9. The appropriate role and position should be displayed.
a. Confirm/verify SAP Position number is correct.

b. Click O ‘Create’ to continue.

IlI?Create Relationship
Name [ID | Code Valid from |
= @ Decentralized Personnel Administratic AG SR3P_DE_P... 06/24/2009

&8 ITsPEC3 a |3 700381901 0241 01/01/2005

LD BRI <]

Tirme period o6/24/2009( - (12/31/93909

b
[O@x
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Reconcile the Roles Using PFCG

10. The position should now be displayed.

a. Click onthe = to drill down within the position to make sure that it contains the correct person
and the UserID.

Notice that there is a red button @ at the top of the screen.

Click on ‘Indirect user assignment reconciliation’ button and the button should then turn
green

Role: Change Agent Assignment
°

b l @ |Require reconciliation of indirect user assignment

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I
5 70000664 ADMIN ASSIST 5
———S 70808740 HUMAN RESOURCES SPECIALIST
5 70000849 BUS/FIN ADMIN
r=)| s 70081901 IT SPEC 3
=1 |P 20022868 Bell Tinker R
A
Us 20022661 Tinker Bell
5 70051966 HUM RES CNSLT 3
———S 70082049 CONF SEC - WSP

d. Upon successful update you will see the following message in the status area:
@ Data has been saved

e. Once the button is green, back out of this screen.
| @ 2 0 B(See
Role: Change Agent Assignment

@ Indirect user assignments ok

11. The UserID and user name should now be included in the list, in blue.

NOTE: Blue means the employee has roles assigned by position. You should always assign roles to
position and not directly to the UserID.

[ Change Roles

Role
Role SR3P_DE_PERS_ADMIN_INQ
Description Decentralized Personnel Administration Inquirer

¥ Description '| O Menu , @ Workflow . O Authorizations ‘I!m MiniApps I@
I!.I @ | selection | | @ Organizational Mg.| |@ Usercomparison |

User Assignments
| userin User name |From fto Ji..]
[ |20022861 Tinker Bell l O6/24/2009 12/31/99099 X |Z|
20022671 Mickey Mouse 09/01/2008 12/31/9999 C E
_290225?2 Minnie Mouse 09/01/2008 12/31/9999 C
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12. If the LB User comparison | «jger comparison’ button is red,

f.

Click on the |1 Usercomparison | 1y ;41

g. Inthe Compare Role User Master Record popup, click on |4 Complete comparison | ‘Complete
Comparison.’

User 1D Lser name Fram to I
20022661 TINKER BELL BE/24/2009 12/31/9999 X
20022671 MICKEY MOUSE Bg9r04 /2008 12/31/9999 |C

N aoE

[& Compare Role User Master Record

H

Last comparison

User [T ]
Date |06/18/2009 |
Time ’W'

Complete adjustment

User [ st
Date Ag/18/2009
Time 16:02:03

Information for user master comparison

Status User assignment has changed since the last user master record comparison

L
[|EE Complete comparison” Information |

13. All buttons within the ‘User’ tab should now be green.

Raole
Role |SR3P_DE_PERS_ADMIN_INQ |
Description |Decentralized Personnel Administration Inquirer

E!E! @l&f} Selection |

|I Organizational Mg...l |I User cormparisan |

14. Click the ‘Save’ button to save changes to the role.

UserID User name Fram to I
20022661 Tinker Bell 06/24/2009 12/31/9999 X
20022671 Mickey Mouse 09/01/2008 12/31/9989 C

ALIE

15. Follow the same steps for Assign Roles to Positions (PFCG) to assign the agency Data Profile
role with the following naming convention: SR3P_XXXX_DATA_PROFILE — where XXXX is your
Personnel Area.

16. Contact your User Administrator after all roles are assigned, they need to go to SUO1 and complete
the steps for maintaining a professional user.
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Assign Roles to Positions Using PPOMW

NOTE: PPOMW transaction lets you assign multiple roles at once.

Prerequisites:
v User’'s name or
v Users UserlD/Personnel Number (8 digits) or
v" SAP Position number
NOTE: You must always assign roles to positions.

{. Enter transaction PPOMW’ (nPPOMW). You will see L& You have no authorization fo change or delete.
in the status area. Disregard this message and continue.

Find the position number

2. Search for position(s). Click on the P putton next to ‘Person’.

Find by |
[ [ Crganizational unit
> 8 Position

D

= 4§ Person

[H] collective search help

(K] search Term

(K] structure Search

(K] Free search I
[ user
¥ Warkflow template
2 sStandard task
(=]

—

[
[
[

K0y

3. Inthe expanded display, click on the ‘Search Term’ and fill the resultant “With Name” box with
EITHER the person’s last name or the person’s Pernr. Click the Find Icon.

I Find Persan
with name < |Bel]|

Assigned

to
Ohject

D

.oV
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4. Double click on the desired name...

EEE E R SR
2] =[]

Hit list

Existence|Emponee Code Il
BELLOWS KERRY J BELLOWS |F
BELL STEVEM W  BELL F
BELL GORDOMR  BELL F
BELLESEMN PAUL L BELLESEM F
BELL THOMAS BELL F
BELL THOMAS BELL F
BELL ARTHUR BELL F
Bell Tinker R Bell F

5. ...and the Position number shows as the “S” entry under the “ID” column (In the upper right screen
quadrant). Verify correct employee.

M EE]L 06/24/2009 + 3 Months
25 s 0 P = Y B A = ) = E:El(ﬁi)
E QOrganizational Assignment |ID |Chief |W0rkﬂ0w| Y
@ = i Bell Tinker R P 20022668 |
8 ITSPEC 3 S 70081901 \-
Click this button if
you do not see the ID
| column, and check
the ID checkbox on
|| the pop up window.
[+]
(]
bl Details for Person Bell Tinker R
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Add the ID column

(If your presentation doesn’t show you an ID column, click on the “columns” icon in the box
circled in red above. A popup box as shown below will allow you to select columns. Put a

checkmark in the “ID” box and click the green checkmark icon in the lower left.)

III?CUIumn Configuration

ElE

Displayed columns |

|| Relationship text
Chief

[] validity period

[] Relationship Period
[ ] Percentage
Waorlflow

Show currently assigned roles

6. On the information screen shown here, right click on the position number...

N «<[=1E] 06/24/2009 +3 Months
I L s P P s I P A=Y [ ) =l sl N
E QOrganizational Assignment |ID |Chief |W0rkﬂ0w|
@ = % Bell Tinker R P 20022663
8 ITSPEC3

]
[~]

bl Details for Person Bell Tinker R
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7. Highlighting the resultant “Goto” option will extend a box which allows you to select and click on
“Task Assignment” as shown here.

& [=][E] 0G/24/2009 + 3 Months
| B e PA =B L N A P =) ) R i )
] Organizational Assignment |ID |Chief |W0rkﬂ0w|
|[= @ Bell Tinker R P 20022668
2 TePEC 1 = FNNa : —
Managerial Assignment Goto 4
Qrganizational Assignment / LCreate
Repordi re Copy
::: Task Assignment Assign
Delimit 4
] Delete 4
] Change percentage
| Move up in rank
Move down in rank
Expand node
a il LCollapse node i
WV Bacicgatz Foos
Add roles

8. This will show you all the professional roles assigned this Position number. To add more, right click
on the position number again and select the “Assign”

= B[] 06/24/2009 + 3 Months
G ][O ATl @ =) [« T~ /[ &[S TETE T =] 6] @]
Task Assignment |ID |
= & ITSPEC3 5 70
@ Decentralized PersoiAG SF 2010 '
‘ﬁﬁ Bell Tinker R P 20 Create
Assign
Delimit 3
Delete 3
Move up in rank
Move down in rank
I [ [«][»] Expand node
O Collapse node FEC 3

AR Tasks

9. “Role” relationships can be assigned by double clicking on the bottom line (ls described by Role)
shown here.. (or click the bottom line, then the green arrow...)
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I choose Relationship

- B = Position
gag B 967 C Is described by Job
[JA 003 0 Belongs to Organizational unit
@ A 002 P Holder Person
@ B 007 AG Is described by Role

NOTE: /f you don't see the technical names such as AG next to the Is described by, go back to step 8,

to the Choose Relationship screen. Right click anywhere on the screen and click on Key on.

i Relationship te off
Key on

10. Enter SR3P_* to get a list of all the roles you can assign.

IR 2) &
Search Term [ sr3p_de]

11. In the screen that follows, checkmark the roles that you want to assign to this position.

12. Click the Check mark button
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I= Role (2) 24 Entries found

P search Ter.|
=
2 A EIE EERENE
an Version: 01
Object Type: AG
|Extended object ID “|Objectabbr.  |Object name | start date |End Date |
O SR3F_DE_BEME_FROC SR3P_DE_BEME Decentralized Benefits Processor 01/01/1900 12/21/9999 |E|
SR3P_DE_FIN_RPT_PROC SR3F_DE_FIN_ Decentralized Financial Reporting Proces  01/01/1900 12/31/9999  |[=]
O SR3F_DE_GARMISH_ADMIM SR3P_DE_GARN Decentralized Garnishment Administrator  01/071/1900 12/31/9999 (]
[l SR3FP_DE_GEMWERAL_ACCESS SR3P_DE_GEME General Access Supplemental Role 01/01/1900 12/31/9999
O SR3F_DE_GRIEVAMNCE_ADMIMN SR3P_DE_GRIE De-centralized Grievance Administrator 01/01/1900 12/31/9999
SR3P_DE_GRIEVANCE _INGQ SR3P_DE_GRIE De-Centralized Grievance Inquirer 01/01/1900 12/31/9999
O SR3F_DE_LEAVE_CORR_PROC SR3P_DE_LEAY Decentralized Leave Correction Processor  01/01/1900 12/31/9999 |
[J SR3P_DE_ORG_MANG_PROC SR3P_DE_ORG_ Decentralized Organizational Management 01/01/1900 12/31/9999
O SR3FP_DE_ORG_MGT_INGQ SR3P_DE_ORG_ Decentralized Organizational Management 01/01/1900 12/31/9999
SR3P_DE_PAY_AML SR3P_DE_PAY_ Decentralized Payroll Analyst 01/01/1900 12/31/9999
[ SR3P_DE_PAY_INQ SR3P_DE_PAY_ Decentralized Payroll Inquirer 01/01/1900 12/31/9999 @
[J SR3P_DE_PAY_PROC SR3P_DE_PAY_ Decentralized Payroll Processor 01/01/1900 12/31/9999 [=]
24 Entries found | | 7/

NOTE: /f you don't see the Extended object ID column, go back to step 8, to the Choose Relationship
screen. Right click anywhere on the screen and click on Key on.
i Relationship tet off

Key on ‘

13. Click the Save button
forkflow) dit Goto Seftings System  Help

MO
Staffing (Workflow) Change

- S| =|1[E] 06/2:
3= [ =1 P P L

Task Assignment |ID
~ 2 ITSPEC3 S 700

14. To reconcile these newly assigned roles, go to Transaction PFCG, Step 10: Reconciling the Role

or complete the next steps.

€ Decentralized FinancAG SR
€D De-Centralized GrievAG SR

Reconcile the Roles Using SU0O1D

1. Enter transaction SU01D (/nSU01D)

2. Enter the UserID (8 digit Personnel Number, including leading zeroes) into the ‘User’ field, of the
employee you just added roles to.

Click on 1% to Display.

Click on the Roles tab

Double click on the red circle to the left of the newly assigned role.

Display roles window opens (this is the PFCG screen)

Click on the User tab

No o kW
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8. If the B Usercomparison | jser comparison’ button is red,
a. Click on the @ Usercomparison | p 1401,

b. Inthe Compare Role User Master Record popup, click on L& Sompiete comparisen | <o mpete
Comparison.’

j=]
@l!l @ |QT9 Selection | |I OrganizationaIMg...rU @ User comparisan I

User 1D Lser name Fram to I
20022661 TINKER BELL BE/24/2009 12/31/9999 X
20022671 MICKEY MOUSE Bg9r04 /2008 12/31/9999 |C

[& Compare Role User Master Record

N aoE

| Last comparison Complete adjustment

H| iUser: ’"—| User [ st

—| Date pE/18/2009 Date BE/18/2009
| Time 16:02:03 Time 16:02:03

Information for user master comparison

Status User assignment has changed since the last user master record comparison

b
L] [|EE Complete comparison || Information |

9. All buttons within the ‘User’ tab should now be green.

Raole
Role |SR3P_DE_PERS_ADMIN_INGO |
Description |Decentralized Personnel Administration Inquirer

E.!E! E @ |>&f¢ Selection | |I OrganizationalMg...l |I User cormparisan |

UserID User name Fram to I
20022661 Tinker Bell 06/24/2009 12/31/9999 X
20022671 Mickey Mouse 09/01/2008 12/31/9989 C

ARIE

10. Click the ‘Save’ button to save changes to the role.
11. Close the Change Roles screen
12. Repeat from step 4 to reconcile any additional roles.

13. Contact your User Administrator after all roles are assigned, they need to go to SUO1 and complete

the steps for maintaining a professional user.
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Delete Roles from Positions Using PFCG

Prerequisites:
v Role name(s)
v SAP position number(s).

1. Enter transaction ‘PFCG’ (/nPFCG) to delete role(s) from position(s).

2. If you know the full role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise, search for
the role that needs to be deleted from the position. Type SR3P* (for single role) or CR3P* (for

composite role) and click on .
Role Maintenance

s ©a]inN

Mame

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*) and click on

]

I= Role Name (1) =]

Single Rol... Composite Rol...

Single role SR3P*
Role name
[+]
Maximum Mo. of Hits 500 [~
K| |[«][+]
|

4. Double click on the appropriate role: for this example, ‘Personnel Administration Inquirer is
selected.

[E Role Mame (1) 728 Entries found [=]
Single Roles Composite Rol...
=
ECIEEEEEE
Single role “|Role name
SR3P_DE_ORG_MAMG_FROC Decentralized Organizational Management Processor
SR3P_DE_ORG_MGT_ING Decentralized Organizational Management Inquirer
SR3P_DE_PAY_ANL Decentralized Payroll Analyst
SR3P_DE_PAY_ING Decentralized Payroll Inquirer
SR3P_DE_PAY_PROC Decentralized Payroll Processor
SR3P_DE_PAY SUPV Decentralized Payroll Supervisar
SR3P_DE_PERS_ADMIN_ING Decentralized Personnel Administration Inquirer E
sk3F_DE_PERS_ADMIN_FROC |Decentralized Personnel Administration Processaor [~]
728 Entries found ';/
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5. Once the role is selected, click on the edit button.
| Role Maintenance

@[] | ][> Transactions |
Role SR3P_DE_PERS_ADMIN_INO ﬁ’ﬁ single Role [} Comp.Role | [

Mame Decentralized Fersonnel Administration Inquirer

6. Update the Role
a. Click on the ‘User’ tab

b. Click on the “Organizational Mg...” button. IF this button does not appear, click on the &
‘back’ button, then click ‘Goto’ pull-down menu (on menu bar), select ‘Settings” and select
‘Complete View (Org Mgmt & Workflow)’. Then, repeat Step 3 above.

Change Roles
|| otnerrole | | [=2+] | [EAY

Role
Role SR3P_DE_PERS_ADMIN_INQ
Description Decentralized Personnel Administration Inguirer
_ a.
(% Description . O Wenu |, @ Workflow . O Authorization MiniApps ]
b A
ElE @k?y selection | C | @ Organizational Mg..| W8 User comparison |
\/
User Assignments
User ID IUsername Ime Ito |I|
20022671 Iickey Mouse! B9/61/2008 [12/31/9999 C [«]
20022672 Minnie Mouse B9/01/2008 12/31/9999 [C |E|
LD [ I4D]

7. To display SAP position numbers, click on ‘View’ on the pull-down menu bar, and then click on ‘Key
On’. Click on the & to drill down; confirm/verify this change will only impact the correct person and

the UserlID. If position is “multi-filled”, this action will remove access for all employees in this
position.

Role: Change Agent Assignment
SIS s = G EE

@ Indirect user assignments ok

AG SR3P_DE_PERS_ADMIN_INO Decentralized Personnel Administration I
=S T7BO0B0664 ADMIN ASSIST 5
5 70000740 HUMAM RESOURCES SPECIALIST
S TO0R0249 BUS/FIN ADMIN
0O & 70000850 SR OACCOUNTANT
5 70000913 COMP/FAC COORD
70081901 IT SPEC 3

P 20022668 Bell Tinker R

3

Us 20022661 Tinker Bell
S 700320489 CONF SEC - WsP
S 70032064 BUDEFISC ADMIN
S 70032206 ADMIN ASST 3

S 70082219 FISCAL ANALYST 1
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8. Delete the assignment.
a. Click on the position name (in yellow) to highlight it.

b. Click on the = ‘Delete Assignment’ button.

Roje: Change Agent Assignment

) = O

@ Indirect user assignments ok

S 70076344

0 5 70076874

S 70076909

S 70081765
0B 5 70081785
S 70081790
008 5 70081794

di——= 70921815

ADMIN ACCT MGR

FISCAL ANALYST 2

ADMIN BDGT AN

HUMAN RESOURCE CONSULTANT
BUDGET AMALYST 3

FISCAL ANALYST 2

FISCAL ANALYST 2

ELSCAL _ANALYST 4

= S 70681961

IT SPEC 3 —

S 70081966

S FARafndn

HUM RES CNSLT 3
CONE SEC - WP

9. Verify all information is correct, and click the ‘enter’ button.

III:' Role: Delete Agent Assignment

AG SR3P_DE_PERS_ADMIMN_IMO Decentralized Perso

I—S 70081901 IT SPEC 3

[«

+¥
10. Notice the red light and message at the top of the screen; click on the B8 ‘indirect user assignment
reconciliation’ button to turn the light green.

Role: Change Agent Assignment

(@DEEEED

@ Require reconciliation of indirect user assignment

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I
S TOOOPE64 ADMIN ASSIST 5
& TOREa740 HUMAN RESOURCES SPECIALIST
S TO00Bs49 BUS/FIN ADMIN
—E & 70000850 SR ACCOUNTANT
S 70008913 COMP/FAC COORD

=

LGV LY.

LS FRARIR A

UB‘.)-_r.'. successful update, you will see that the light has turned green, and the message

| Data has been saved

in the status area.

[ Role: Change Agent Assignment

53 | | =

| _
< @ Indirect user assignments DK)
T ——

[

5 TOOD0D6G4
——S 700008740

FOOON0 AN

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I

ADMIN ASSIST 5
HUMAN RESOURCES SPECIALIST

DIIC/CTR ANMMTAI
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11. Back out of this screen

@ | g B(eael
Role: Change Agent Assignment

12, If the L8 Usercomparison | by o is red, click on the |8 user comparison | o,
Change Roles

P/ overae | | 2|

Role

Raole |SR3P_DE_PERS_ADMIN_IND
Description

|Deu:entra|ized Fersonnel Administration Inquirer

@h@ Selection | |I0rganizational Mg...|< @ Usercomparisonﬁl

. *¥ :
13. In the Compare Role User Master Record popup, click on (& Cemplete comparison |
I@Compare Role User Master Record

Last comparison Complete adjustment

iUser [ ] User [ 0]
Date p6/24/ 2009 Date 0E/24/2009
Time 13:33:08 Time 13:33:08

Infarmation for user master comparison
Status

User assignment has changed since the last user master record comparison

< & Complete comparison Infarmation

14. All buttons on the ‘User’ tab should now be green.
Change Roles

P/ overae | | 2|

Role

Raole |SR3P_DE_PERS_ADMIN_IND
Description

|Deu:entra|ized Fersonnel Administration Inquirer

= BB (& (& seedon | C (@ organizationa g )@ _user comparison [
e ———

llear Il

llear narma Ernrm it |

, . Dat d .
15. Click = to save your changes. You will see the message ‘ L in the status area.

16. Follow the same steps for Delete Roles from Positions (PFCG) to delete any other roles.

17. If the person is no longer going to be a professional user, contact your User Administrator, they

need to go to SUO1 and complete the steps for transferring a professional user back to ESS user.
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HCM User Administrator
SR3P XXXX USER ADMIN
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Maintaining a Professional HCM UserID Account

Agency User Administrators will use this process when changing a non-professional (ESSUSER)
UserlD account to a professional (WA_XXXX) UserID account in order to access HCM.

Prerequisites:
v Professional roles must be assigned to the employee’s position by the agency Auth Administrator.

Enter OOSB Auth Profile

1. Enter transaction ‘OOSB’ (/nOOSB) to update table T77UA.

2. Click on (New Entries) to enter the UserID.
Change View "User Authorizations™: Overview

Username  |Authprofile  [Startdate  |Enddate  |Exclusion  |Di:

7 DOTTESTEM: [) 405A 05/31/2008 12/31/9999 O [
| |z_DOTTESTEW! WA_405A 05/31/2008 12/21/9999 O [
| |Z_DSHSTEST  WA_30000 05/083/2007 [12/31/9999 O [
| |zZ_FINAPPROV ALL ©3/81/2006 [12/31/9999 o |
- |Z_FINRPTPROC WA_1118 02/08/2006 12/21/9999 O [
| |z_GARNADM  WA_1110 02/08/2006 12/31/9990 O j

3. Enter the following:
a. User Name —the UserID (Personnel number, including leading zeros)
b. Auth. Profile — The User Group authorization profile (like: WA_4900);
* Note Pers Admin Processors require a 2" entry w/Auth profile ‘WA_SOW’.
c. Start Date
d. End Date —if an exact date is known it should be entered, otherwise use 12/31/9999

Click on [El (Save) when finished.
Edit Goto Selectiop— Utilities Systerm  Help

e SE

New Entries: Overview of Added Entries
V4 E 5

LlserMame Auth profile Startdate _|End date

12345678 A_4800 08/02/2005 [12/31/399D) «]
N

[ [ [+]

= = = M1

Table View

4. Upon successful save the following message will appear
F@ Data was saved
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Update the UserID (SUO1)

Enter transaction SUO1
Enter the UserID (8 digit personnel number with leading zeros)

Click the Display button % 1o verify the user

Click on to enter Edit mode

From the ‘Logon data’ tab, update the following:

a. Enter an initial password manually. The password must follow the hardened guidelines (8
characters which contain at least 1 digit, and 1 special character.)
NOTE: DO NOT use the wizard. It will generate a 40 digit password.

Password

This entry is case sensitive

== T B P
Initial password

A A A A A A A AR A A A A A A AR A A A A A A A A A A A AR A AR AR A A

©oo N oo

Repeat password

b. Enter the User Group for your Agency. To search, click on the @ button to search for your
User Group.

User Group for Authorization Check

User group C Eﬁ_ﬂw yserGroup for DOFP

c. Verify there are Validity Period dates, if there are no dates enter them as follows —
1. Valid from — date of creation
2. Valid through — 12/31/9999

Validity Period

Walid fram g7/16/2007

alid through 12/31/9999

d. Verify that the User Type is set to ‘Dialog’ - this is very important, as the UserID will not
work unless it is set to ‘Dialog’.
Alias
User Type Dialag

L]

e. Populate “Accounting Number” field in “Other Data” with User Group data from 9b above
Other Data

Accounting Murnber QUA_1118

Cost center

Security Administration Handbook v9 Page 41 of 115
Revised: 05/13/2010



10. Click on the Parameters tab and check the parameters. There should be 16 parameters entered, if
the parameters are not entered enter the following parameters:
NOTE: Enter only the Parameter ID and Value and then press enter.

Parameter ID Value Short Description
BUK WAO01 Company code
CAC WAO01 Controlling area
CVR SOW-2 | Variant for time recording
FWS usD Currency unit
HR_DISP_INFTY_NUM HR: Display Infotype Number
LND us Country key
MOL 10 Personnel Country Grouping
PNI us Country Key Vector for Country-Specific Infotypes
POD 1 Default Status (PD)
POK XX PD: Views (Key, Short Text, Validity, etc.)
POP 01 Plan Version (PD)
PST 1 Planning Status (PD)
SCL X Upper and lower case in source code: 'X' = lower, ' ' =upper
UCN us Assigned Country
UGR 10 User group (HR master data)
USR 10 Users
Address , Logondata . SNC . Defaults dGEEUEEENE  Roles | Profiles MHDE
Farameter 4‘
Farameter ID |Parameterva|ue |Sh0rt Description
_BUK WaAD1 Company code E|
_CAC WaAD1 Caontrolling area E‘
_CVR SOW-2 CATS: Variant for time recording __
_F‘n'S usD Currency unit
_HR_DISP_INI—‘I’Y_NUN HR: Display Infotype Mumber
_LND us Country Key
_P'IDL 10 Personnel Country Grouping
_PNI us Country Key Vector for Country-Specific Infotypes
_PDD 1 Default Status (PD)
_PDK WX PD: Views (Key, Short Text, Validity, etc.)
_PDP 01 Plan Version (PD)
_PST 1 Planning Status (PD)
_SCL K Upper and lower case in source code: ' = lower, "
_UCN s Assigned Country
_UGR 10 User group (HR master data)
UER 10 sers
1 — —

// Farameters .l Roles . Profiles | Groups | Personalization g8l =onEc]

Contractual User Type 1D
‘mySAP Business Suite Limited Professi®

11. Save the account

If NOT using Single Sign On (SSO) you are done. If you ARE using SSO continue to step 14.
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Single Sign On (SSO)

12. Click the “SNC’ tab. Enter the SNC name in the following format ‘p:xxx\yyyy’ (see example below).
= Xxxx = 3 letter agency code
* yyyyy = user network id

Address | Logondata ' SNC | Defaults | Parameters | Roles | Profiles , O0d

SNC name
,ﬁ Unsecure logon is allowed (sncfaccept_insecure_agui)
[[JUnsecure communication permitted (user-specific)

SMC data

4dh Canonical name not determined

13. If the update is successful, a green check mark and the message “Canonical name determined” will
appear as it does below. Click on (Save) when finished.
Address | Logondata = SNC | Defaults | Parameters | Roles | Profiles 5, 008

SMC name p:dopiwillw

,ﬁ Unsecure logon is allowed (sncfaccept_insecure_gui)
[ Unsecure communication permitted (user-specific)
SNC data Administrative data
% Canonical name determined Created by WLWTEST
05/24/2005 11:03:32
Changed WLWTEST
05/24/2005 11:03:32

HCM UserID Maintenance
Reset HCM Password (SUO01)

1. Enter transaction ‘SU01’ (/nSUO01) to reset the password

2. Enter the UserID for which you are re-setting the password.
a. Enterthe UserlD ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field. In

this example itis ‘11111111’. To search for the User, click on @ to search and select the
User.

NOTE: Users will not be unlocked by resetting the password so always check if the user is locked by clicking on
the & Lock button. Unlock the user if needed.

b. Click on ) to Change Password or Shift + F8
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User Maintenance: Initial Screen

0 7/«ama@

User 111111 (o)
Aiss

3. Enter the new password Manually
a. Enter the new password and repeat for verification (Hardened password standards apply;
passwords must contain at least one letter, one number, one special character and be at least

eight characters long)
b. Click on ‘¥ to Continue

4. Upon successful update the following message will be displayed. Notify User of new password.
@ The password was changed
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Lock/Unlock HCM UserID (SU01)

1. Enter transaction ‘SU01’ (/nSUO01) to lock or unlock a UserID

2. Enter the UserID (8 digit Personnel Number, including leading zeroes) that needs to be locked or

unlocked into the ‘User’ field. In this example itis “11111111°. Click the ‘Lock/Unlock’ button.
User Maintenance: Initial Screen

D7 %8 o@4

USSR 11111111 [}

3. A screen indicating the Lock Status of the User will appear.
a. If the user is ‘Not Locked’:

&%

b. If the user has been locked by the System Manager, there may be a specific reason, research
before unlocking:

k]

If the user has been locked due to incorrect login attempts:

C.

g8 %
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4. To LOCK the user, click the ‘Lock’ button. The User is now locked.

5. To UNLOCK the user, click the ‘Unlock’ button. The User is now unlocked.

@ %

Mass HCM UserID Lock/Unlock (SU10)

There are many options for Mass User Maintenance, including locking of UserIDs, changing
Parameters and/or Defaults, etc.

1. Enter transaction ‘SU10’ (/nSU10) to lock or unlock multiple UserIDs

2. Select the Users to be Unlocked.
Option 1 — Enter the users manually
a. Enter the UserlDs (8 digit personnel number including leading zeroes) manually into the User
Field

' User Maintenance: Mass Changes Initial Screen

[w]j2 5 = | E  ENENE

User selection
| Address data || Authorization data |

User Full Name
20022671 Mickey Mouse
20022672 Minnie Mouse

b. Click the Lock I8/ or Unlock button, depending on whether you need to lock or unlock the
users.
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Option 2 — Select Users from a list
a. Click on the Authorization data button
User Maintenance: Mass Changes Initial Screen

Dilz)olal<E) s

User selection
| Address data IH Authorization data I

b. Search on the User Group (like WA_1110). You can also search using any of the other options
to refine the results.

c. Enter the ‘Group for Authorization’, in this example it is XYZ_123. This would be your specific
Agency’s User Group.

d. Click on ® to execute the search.
Users by Complex Selection Criteria

Selection criteria for user

User

Group for autharization
(=

llear arnnn fnenaraly

e. Select and Transfer the Users to update

f. Click on the (Select All button) or select individual users
g. Click on the Transfer button
Users by Complex Selection Criteria

[Tanser ][ ][] 2] 5] ) ) ) 8 P [ cnocee ][ sve ] 0 1 21 |

| Number of Users Selected:4

User 1FuIINameIGr0up |Accoumn0|L0cked|\u’aIid frornl\u’alidtolUserTypeIRef.UEerl
11111111 First Last | XYZ_123 A Dialog
11111112 First Last XYZ_123 A Dialog —
11111113 First Last | XYZ_123 A Dialog
11111114 First Last XYZ_123 A Dialog

| Users by Complex Selection Criteria

[ Transter || & || |20 ) 8 |2 B ] B Cnoose ][ save [0 3] 22

Number of Users Selected:4
User ‘|F|.|H Name‘Group |Accountno|Locked|VaIid from‘\u’alid to|UserType |Ref. User|
11111111 FirstLast XYZ_123 A Dialog
11111112 FirstLast XYZ_123 A Dialog
11111113 FirstLast XYZ_123 A Dialog
11111114 FirstLast XYZ_123 A Dialog

h. To LOCK Selected Users
1. Click on ] to Lock all the Users selected
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User Maintenance: Mass Changes Initial Screen
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2. Alog screen similar to the one below will appear. Click on the Expand button © ; the expanded
view will give a detailed log of each user that was locked

Log Display

EYelERIG]

Cwverview |Jumbe|
\@ Massuserchanges 1

@ System: HRD Client: 700

i
@ Executed by: First Last (USERID) L
[ @ Date: 07/07/2009, time 16:33:50. a

i. To UNLOCK Selected Users

1. Click on to Unlock all the Users selected
User Maintenance: Mass Changes Initial Screen

D¢ aa@

2. Alog screen similar to the one below will appear. Click on the Expand button ¢ ; the expanded
view will give a detailed log of each user that was unlocked

Log Display

EYelERIG]

Cwverview |Jumbe|
\@ Massuserchanges 1

@ System: HRD Client: 700

1
@ Executed by: First Last (USERID) 1
[ @ Date: 07/07/2009, time 16:33:50. a
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Non-Professional Users (ESS Users) Leave State Employment — Employee Status
is Withdrawn:

NOTE: DOP recommends to keep the SUO1 UserlD account for withdrawn employees for at least 30
days after the termination of state employment. This account gives the user the authorizations to see
their earnings statement in the Portal.

HCM:
1. Login to HCM — HRMS Production (RP0) — through the SAP Logon Pad
2. Verify the employee is withdrawn
1. Enter transaction PA20
Enter employee’s personnel number

2.
3. Click the Overview button
4. Check the Status: Withdrawn
Name [+ o0 @iunsac o
PershArea |4650| Parks/Recreation Comm EEGroup |H| Mon-Perm. Limited
PSubarea |DB81| Non Represented EESubgroup |05 H—OTEIig=4Dhrss‘w
Enter transaction ‘SU01’ (/nSUO01)
Enter the UserID (Personnel Number, including leading zeroes) into the ‘User’ field.
Click the Display button % to verify the user
Click on the Back button & to go back to the User Maintenance screen
Click the Delete button ™ and delete the account.

Noo ~ow

NOTE: Portal User Administrator needs to delete personnel number UserlD from the Portal.

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):

HCM:
1. Login to HCM — HRMS Production (RP0) — through the SAP Logon Pad

If the employee’s employment status is active or inactive (PA20), and no longer in your agency

2. Verify the employee status is active/inactive
1. Enter transaction PA20
Enter employee’s personnel number

2
3. Click the Overview button
4. Check the Status: Active or Inactive

Mame iy L Than td

PershArea (1000 Attorney General EEGroup |B| Civil Service Exempt
PSubarea [B081| Mon Represented EESubgroup (81| Monthly(M) OT Exer@.. Status  Active
Mame S S R

FPersArea 2450 Military Department EEGroup |2 Permanent

PSubarea |B081| Non Represented EESubgroup |81 Monthly(M) OT Exemn
3. Enter transaction ‘OOSB’ to remove the authorization (/nOOSB).
a. Click the “Position” button at the bottom of the screen and enter the eight digit UserID in the
User name field and click the green check mark. That will position the list to the selected
UserlD
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Change View "User Authorizations": Overview

User name |Auth.pr0ﬂ|e |Startdate |Enddate |Exc|u5ion Display !

Z_WSPTEST WA_2250 03/30/2006 12/31/9999
Z_'.\'SPTEST W 2980 A3INMIA0F 12431 /9000
—] 7 WSPTES [ Another entry
" |z_wsPTEST| User name

Z_WSPTEST| auth.profile
|2 WSPTEST| stant gate
Z_WSPTEST]
"~ |z_WsPTEST]

(V] |%]

WTTTTIT

I Fasition... | Entry 3,180 of 3,189

b. Click the box to the left of the UserID

c. Click to delete the entry. Repeat for all entries for this UserID that are associated with the
user’s access in your agency/personnel area.

Change View_"User Authorizations": Overview

EE

Username  |Authprofile  [Startdate |Enddate  |Exclusion |Di
Z_DOTTESTBW WA_405A 05/31/2008 12/31/9999 O [

b. |_lz DOTTESTBW1 WA_405A 05/31/2008 12/31/9999 O [
| |Z)oSHSTEST: [mL3e@ee  @5/83/2097 12/31/9999 O B

7 FINAPPROV ALL 03/01/2006 12/31/9999 O [

| |Z_FINRPTPROC WA_1110 02/08/2006 12/31/9999 O [

You will see @ Humber of deleted entries: 1
d. Click the Save button to save the table.

in the status area.

Enter transaction ‘SU01’ (/nSU01) to update the UserlD.
Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.

Click on the Display button @, and verify the user.

In the Logon Data tab; Click on Display/Change button ?l to enter the edit mode.
Change the UserGroup back to ESSUSER.

User Group for Authorization Check

User group C|ESEUSER ) | User group for ESS user

9. Click on Save button to save the account.

©oN o Oabs

If the employee’s employment status is withdrawn (PA20)

1. Verify the employee is Withdrawn
a. Enter transaction PA20
b. Enter employee’s personnel number
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c. Click the Overview button
d. Check the S’ga_tu_s_g _Wi_thdrawn

Marne
PersArea |4650| ParksiRecreation Comm EEGroup |H| Mon-Perm. Limited

PSubarea |0001| Mon Represented EESubgroup |05 H-OT Elig=40hrsiwtC Status  Withdrawn

2. Remove OOSB entries (See above for instructions)

NOTE: DOP recommends to keep the SUO1 UserlD account for withdrawn employees for at least 30
days after the termination of state employment. This account gives the user the authorizations to see
their earnings statement in the Portal.

Enter transaction ‘SU01’ (/nSUO01)
Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.
Click the Display button % 1o verify the user.

Click on the Back button & to go back to the User Maintenance screen.
Click the Delete button T and delete the account.

No o ~ow

NOTE: BI, E-Recruiting and Portal User Administrators need to do clean up on these professional user
accounts if the users had access to those systems.

Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this
change does not update the UserlD account (SUQO1) for that employee in HCM. The Agency User
Administrator must manually go into SUO1 and change employee’s name.

1. Enter transaction SU01
2. Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.
3. Click the Display button % 1o verify the user.
4. Click on the Display/Change button # to enter the edit mode.
m Logon data i SNC i Defaults i FParameters i Roles i Profiles ||| E
Person (2]
Title | T [=]
Last name Doe
First name Jane
Academic Title
Format Jane Doe
5. Change Last and/or First name
m Logon data i SMC i Defaults i Parameters i Roles i Profiles ||| |I|
Person [+]
Title el [-]
Lastname Jackson
Firstname Jane

6. Click on Save [H to save the account.
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HCM Security Auditor
SR3P_XXXX_SECURITY_AUDIT



Display Users by Role (SUIM)

1. Enter transaction ‘SUIM’ (/nSUIM) to Display Users by Role

2. Display Users for a Specific Role

3. From the User Information System screen, drill down to Roles > By Role Name and click on @ to
Execute.

B 2E KREZD| &

Structure
¢ User Information System
[ User

(L% By Transaction Assignment

4. Enter the role name (or search if you don’t know it) and click on @ to Execute. To search for the

Role, enter SR3P* in the Role field and click on to search.
Roles by Complex Selection Criteria

Standard selection

Role [ SRSP_DE_LEAVE_CDRR_
Role Short Text
Description
Language ID

[Jshow Role Long Text
[w] Single Roles
[¥] Composite Roles

5. From the Roles by Complex Selection Criteria screen, select User Assignment to display all
users assigned to the selected role.

Roles by Complex Selection Criteria

EIE] | Transaction Assignments | EI EI |E

1 Roles found

Role ‘IT\;pelRole name |
SR3P_DE_LEAVE_CORR_PROCE & Decentralized Leave Correction Processor

6. A list of Users will be generated.
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Roles by Complex Selection Criteria

B Roles I@ Profiles I Change documents E E @
Number of Users Selected:345

User ‘Complete name User group| Account na Locked Walid from Valid through |User Type |Ref. Use
T e T TR WA_4950 |WA_4950 ADialog
——- e ———————— i

7. To download the results to Excel, Click on List > Export > Spreadsheet

=
List Edit Goto User Settings System Help

Erint Shift+F1 ] JEH | @G O T A
Word processing... Shift+F5

Send.. Shift+F8
Exit Shift+F3 ‘ File...

8. Choose All Available Formats - Excel (In Existing XXL Format) and Click on to continue
IE?'SeIectSpreadsheet = |

Formats:
(2 Excel (in MHTML Format)
() Star Office 8 Calc/ OpenOffice.org 2.0 Calc
@ All Available Formats
| Excel (In Existing XXL Format) 3|

[J Always Use Selected Format

ain)
(D=

9. Click on to continue

11. Click on to continue
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Export list object to XxL

(% Microsoft Excel

[ [ 0]

12. Excel will open and display the data.
13. Save the spreadsheet on your computer.

Display Role Assignments for all Users (SUIM)

1. Enter transaction SUIM
2. From the User Information System screen, drill down to User > Users by Complex Selection Criteria

> Users by Complex Selection Criteria and click on @
User Information System

BB % R&ED| %

Structure
' User Information Systemn
— 57 sET
[»  Cross-System Information (Central User Administration)
{Ts Users by Address Data
"7 sers by Complex Selection Criteria

(s ByuserlD

3. Leave all fields blank and click on @ to execute the report
Users by Complex Selection Criteria

@= @

Selection Criteria for User

User

Group for Authorization

User Group (General)
Reference user
User|D alias

Raole

Prafile namea
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4. The list returned should contain all UserID within the agency. Click on the '@ Roles | (Rojes)
button to display all roles assigned to the user.

Users by Complex Selection Criteria
F:":." Profiles | Change documents | 2 = T P B & choose i Save TF P

Number of Users Selected: 157

User Name “|Complete name User group Account no. Locked |Valid from Valid through
T 3 iy

BW

ROLLED_OFF [ﬁ

ROLLED_QFF @

BwW

[ Pa I o o T o

[}

5. The report will be displayed. To download the results to Excel see the steps 7 — 13 in the Display

Users by Role above.
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Display Transactions by Role (SUIM)

1. Enter transaction ‘SUIM’ (/nSUIM) to Display Transactions by Role
2. From the User Information System screen, drill down to Roles > By Transaction Assignment and

click on @ to Execute.

User intormation sysrem
HSE %R D @

Structure

“  User Information System
[ User
~  Roles
@ Roles by Complex Selection Criteria

X» By Role Mame

3. Enter the transaction (or search if you don’t know it) and click on @ to Execute.
NOTE: Single or multiple transactions can be entered here.

" Roles by Complex Selection Criteria

Selection by Assigned Transactions in Menu

Transaction code
AND
AND

l suEi @]

AND
AND

4. Alist of Transactions by Roles will be generated.
NOTE: You can view User Assignment by selecting a role and the User assignment button.

Roles by Complex Selection Criteria

BI5/6) =)@ varsacion esimens | = | = | 2 €1 ) o 1 ) ) e

183 Roles found

Role

‘IType|ROIe name |

SR3P_0120_USER_ADMIN
SR3P_0130_USER_ADMIN
SR3P_0140_USER_ADMIM
SR3P_0200_USER_ADMIM
SR3P_0350_USER_ADMIM
SR3P_0380_USER_ADMIN
SR3FP 0400 USER ADMIM

20000006

User Administrator - SEN
User Administrator - JTC
User Administrator - JLARC
User Administrator - LEAP
User Administrator - OS54
User Administrator - JLS
User Administrator - SLC
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Display Role Information (PFCG)

NOTE: To see transaction codes in the User Menu click on Extras > Settings, check the Display
Technical Names check box and click the green checkmark button.

1. Enter transaction ‘PFCG’ (n/PCFG) or select ‘Role Maintenance’ from the main menu.

SAP Easy Access - User menu for
B[] t=2) | O |

) Maintain Users Own Data

@ Evaluate Authorization Check

) Display HR Master Data

@ ERP PAYROLLIaunch Suite

@ Logged Changes in Infotype Data
@ Display Infotypes According to DDic

@ User Information System
I M1 Tonls

2. Enter the Role Name (or search for possible values) and click on @ to Display
KRole Maintenance

i i (=N o2+ Transactions

Role SR3P_CE_BENF_CONFIG_ANL By
[ame Centralized guration Analyst

3. The first tab is Description; it will list who created it, last changed and a description.
Display Roles
*2 G Otherrole | :é}|

{Role} SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

' D Menu | @ Authorizations | @ User | Minitpps | ¢l Personalization |

Administration Information Transaction Inheritance
Created Changed Derive from Role

User AMYL AMYL

Date 14.10.2004  01.11.2004

Time 15:18:53 15:50:43

Delete inheritance relationships

i A

The Benefits Configuration Analyst role is responsible for creating and
maintaining retirement plans in HRMS
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4. The second tab is Menu; this shows transactions available via the menu system for this role.

NOTE: To see transaction codes in this view click on the ‘Switch on technical names’ Y button.

Display Roles

2 & otherrole | | |

Role} SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

/

=1

5] Descripﬁon @ Authorizations k @ User

k MiniApps | eFlAPersonalization |

20 E[E

< {3 Role menu
Ea Display Spool Requests
@ Evaluate Authorization Check
) Maintain Users Own Data
2 Display HR Master Data
1 Maintain HR Master Data
2 Enroliment
£ Termination of Participation
1) Participation Monitor
1) Benefits Participation Overview
G,:) Automatic Plan Enrollment
£ EOI Monitor

on @ to Display Authorization Data for the role.
Display Roles
™2 G Otherrole | I:C—>|

Target System

@ Mo destination

5. The third tab is Authorizations: this additional information about the authorizations for the role. Click

SR3P_CE_BENF_CONFIG_ANL

Centralized Benefits Configuration Analyst

Description

{31 Description | @ Menu ‘(@ Authorizations J| @ User | MiniApps | ¢l Personalization

Created by Last Changed OniBy
User AMYL User AMYL

Date 14 .16 2004 Date B61.11 2604

Time 15:18:53 Time 15:40:26

Information About Authorization Profile

Profile Name  WACBECFGAN
FProfile Text Profile for role SR3P_CE_BEMNF_COMFIG_AMNL
Status Authorization profile is generated

M_aimain Authorization Data and Generate Profiles

Display Authorization Data
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6. Inthe Display role: Authorizations screen, expand the node to view specific authorizations. When
finished, click on Back(F3) & to return to the Display Roles screen.
Dispiay role: Authorizations
Ef &g Open Changed Maintained | Organizational levels... Information

aint. : @ Unmaint. org. levels @ open Tields, Status: Unchanged
SR3P_CE_BENF_CONFIG_ANL Centralized Benefits Configuration Analyst

Maintained Basis: Administration

EEE Standard Cross-application Authorization Objects
[Ea|
= Changed Human Resources

—E @9g Agstandard Personnel Planning
= o0g Changed HR: Master Data
ey

= Changed HR: Master Data

R

oeo, 0ec1, @169, 0171

& Authorization level
&y Infotype

—d4» Personnel Area
&4 Employee Group
—d&4» Employee Subgroup
&4 Subtype

— & Organizational Key

* ¥ ¥ + ¥ 0 =

—E @0 Agstandard HR: Clusters
—E @®@ .z Maintained HR: Master Data - Personnel Number Check

7. The fourth tab is User; this will list users assigned to the role. Direct assignments are noted in
Black, Indirect (position based) assignments are shown in Blue.
NOTE: The roles should always be assigned to positions.

Display Roles
"2 G Otherrole | :r:—>|

Role] SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

% Description k @ Menu k @ Authorizations Miniﬁpps k #3% Personalization
|® User comparison |

rUSEHD User name From to
3_BENFCONFIG  [3_BENFCOMNFIG B3.11.200431.12.9999
8_BENFCONFIG  [8_BENFCONFIG B3.11.200431.12 0999
9_BENFCONFIG  |9_BENFCOMNFIG B3.11.200431.12 0999
TESTID1 testid1 BE.12.2004(31.12.09999

8. The fifth tab is MiniApps and the sixth tab is Personalization. At this time, disregard these tabs.

r 3 Personalization
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Display List of Infotypes (S_ALR_87101323)

1. Enter transaction ‘S_ALR_87101323’ (n/S_ALR_87101323) or select ‘Display Infotypes According
to DDic’ from the main menu.

SAP Easy Access - User menu for .

BIE] B[ onermenu [TlgI[ ][ |1~

EB' Evaluate Authorization Check

2 Display HR Master Data

EB' ERF PAYROLLIaunch Suite
EB' Logged Changes in Infotype Data

2. Enter the Info Type (* to view all, or specific value) and click on © to Execute.

2 Role Maintenance

Display Infotypes with Data Dictionary Structures

Request

ed infotype

C®

TS

3. Alist of Info Types will be generated.

Display Infotypes with Data Dictionary Structures

| Infotype table || Infotype structure |

Infotype text

aoae
aoe1
aea1
[oez2
aea3
[oe3
ooo4
[oaEs
oeas
e]e] e
ooas
6oeEg
ae11
[o12
ge12
6013
oo14

A

HR Master Record:
HR Master Record:
HR Master Record:
HR Master Record:
HR Master Record:

Infotype
Infotype
Infotype
Infotype
Infotype

Additional Query Fields
Additional Query Fields

HR Master Record:

Infotype

Additional Query Fields

HR Master Record:
HR Master Record:

Infotype
Infotype

Additional Query Fields

HR Master Record:
HR Master Record:

Infotype
Infotype

Additional Query Fields
Additional Query Fields

HR Master Record:

Waarexr__m mo

Infotype

aoeae
aoe1
aea1
(2]e] e
aea3

e]e] e}

aoe1
[o68

BO11
[o12

oe14

(Actions)

(Org. Assignment)
(Org. Assignment)
(Personal Data)

(Payroll Status)

(Leave Entitlement)

(Org. Assignment)
(Basic Pay)

(Ext .Bank Transfers)
(Fiscal Data - Germany)

(Recur. Payments/Deds.)
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Display Changes in Infotype Data (S_AHR_61016380)

1. Enter transaction ‘S_AHR_61016380’ (n/S_AHR_61016380) or select ‘Logged Changes in Infotype
Data’ from the main menu.

SAP Easy Access - User menu for

3= ME

) Role Maintenance B
@ User Master Data Reconciliation |:
@ Display Organizational Unit |
i) Maintain Position

@ Change Organization and Staffing
f2) Change Org. and Staffing (WF) o
@ Display arganization and Staffing
) Display Org. and Staffing (WF)
@ Reference Personnel Numbers -
) Flexible Employee Data

@ Display Infotypes According to DDic
@ Reageneration INDX for Struct. Auth.
) Compare INDX and T77UU

) Check and Compare T77UU

@ Transport Organizer (Extended)

= r

2. Select Long-term documents and enter InfoType to search on and click on @ to Execute.
Additionally, you can enter a range of InfoTypes and Changed dates.

Logged Changes in Infotype Data

Read documents from database

[w] Long-term documents
[Jshort-term documents

Selection

Transaction class

(@ Master data O Appl.data O Al
Fersonnel number to
Infotype nEE2 to
Changed on to
Chanaged by to
Qutput options

Default currency

[JDirect output of docs [IMew page per doc.
[] output program selections [w] Output in ALV
Sort order
@ Time (O Personnel no. O Infotype O User
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3. Alist of Changes in Infotype Data will be generated.
Logged Changes in Infotype Data

Logged Changes in Infotype Data

Pers.N0.|Tr.CIass|Infotype|Date |Time |N0.|User |
. A 0002 |05M13/2008 (071214 b CEERRE
s 92y Al 0002 051372008 |07:37:.39 R R

0002 | 05M13/2008 | 08:06:26
0002 | 05M3f2008 |08:28:40
0002 | 05M13/2008 |09:11:26
0002 05M32008  |09:11:54
0002 | 0513/2008 091252

0002 051372008 |09:14:42
nnn2  nRAmine [no1s14

Display User Assignments (ZAUTH_DSP_USR_ASSIGN)

1. Enter transaction ZAUTH_DSP_USR_ASSIGN’ (/nZAUTH_DSP_USR_ASSIGN) or select ‘Display

User Assignments’ from the main menu.
2 Role Profiles
2 User List
2 Generate User Authorizations

2 Display HR Master Data

FA | lzer Maintananca

2. Display Roles and Profiles assigned to User

a. Enter the UserlD into the ‘User Name’ field. The UserlID should be the user’s Personnel
Number, including leading zeroes. In this example itis ‘11111111’. To search for the User,

click on to search and select the User.
b. Select Roles and Standard Profiles
Select P_ORIGIN (HR: Master Data)

d. Click on ® to Execute.

o
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Display User Assignments
d. ‘i | = Display Autharization Switch ||@1} Assigned Persons (Infotype 0105) |

User
User Mame 11111111

Assignments
(O Related Organizational Units
(J Structural Profiles

...... oles and StandardProfiles

L) Display HR Authorizations

. _DORGIN (HR: Master Data)

L |P_ORGXX (HR: Master Data - Extended Check)
[JP_ORGINCOM {HR: Master Data with Context)
CJP_ORGXXCOM (HR: Master Data - Extended Check with Context)
[JP_PERMNR (HR: Master Data - Personnel Mumber Check)
[JP_ABAP (HR: Reporting)

[JPLOG (Personnel Flanning)

e. The report will display Roles and Profiles assigned to the User selected.
Display User Assignments

Roles and StandardProfiles

User Mame 11111111

|ROIe Profile Start date End Date
Related Roles in OM (Relationship 007)
Standard Profiles in OM (IT 1016)
Roles in User MasterRec SR3IP_DE_PAY_INGQ 07/08/2008 | 12/31/9999

SR3F_DE_PERS_ADMIMN_ING 07/08/2009 | 12/31/9999

SR3FP_DE_T&A_INGQ 07/08/2009 |12/31/9999
Standard Profiles in UserMastRec WADPADMIMNG
WADPAYING_
WADTEAING_

3. Click the Back button € to go back to previous screen.

4. Display HR Authorizations by Authorization Object
a. Enter the UserlD into the ‘User Name’ field. The UserlID should be the user’s Personnel

Number, including leading zeroes. In this example itis ‘11111111’. To search for the User,

click on to search and select the User.
b. Select Display HR Authorizations
Select P_ORIGIN (HR: Master Data)

Click on @ to Execute.

o
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Display User Assignments
d. ‘D | = Display Authorization Switch ||@ﬁ! Assigned Persons (Infotype 0105) |

User a
User Mame 11111111
Assignments

(O Related Organizational Units
O Structural Profiles
(O Roles and Standard Profiles

C. F_ORGIN (HR: Master Data)

[JP_ORGXX (HR: Master Data - Extended Check)
[]P_ORGINCOMN (HR: Master Data with Context)
[JP_ORGXXCOM (HR: Master Data - Extended Check with Context)
[[]P_PERMR (HR: Master Data - Personnel Mumber Check)
[JP_ABAP (HR: Repaorting)

[C]PLOG (Personnel Planning)

e. The report will display authorizations assigned to the User selected.
Display User Assignments

SN T N 1 2 el G

Authorizations by Authorization Object

User Mame 11111111

Object [Authorization  |Field Name [Authorization Value Authorization Value
P_ORGIN  WADPADMIN... [INFTY 0128

P_ORGIN  WADPADMIN... INFTY 0165

P_ORGIN WADPADMIN... [INFTY 0167 0171

P_ORGIN  WADPADMIN... INFTY 0207 0210

P_ORGIN WADPADMIN... [INFTY 0234 0236

P_ORGIN  WADPADMIN... INFTY 0302
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Bl (Business Intelligence)
ZS Bl XXXX _USER_ADMIN

Security Administration Handbook v9



Introduction

All Bl Users must first have an HCM Authorization Profile assigned through the OOSB (Table T77UA).

Bl UserIDs will have access to retrieve data on the next business day following the creation of their
UserlID and role assignment(s).

There are two types of Bl Reporting Users:

END_USER: This type of user will retrieve data from Bl through the HRMS Portal or
= POWER_USER: This type of user will retrieve data directly through B

Bl Users will need UserID & password to display query results on the web (execute WBWT template).

When SSO users login to Bl for the first time the system will ask the user to either change the initial
password or deactivate it. Our recommendation is to change the password and keep a note of it, in

case the user needs to log in to Bl without using SSO. For example going to a Bl training.
[EPassword Change Request

You were authorized by Secure Metwark Communication (SNC).
You also have a password. You must change this password.
(Reason: Password is Initial)

FPassword Change FPassword Deactivation
Old Password  |seeeessesses

Instead of changing the password, you can decide that

the password should be deactivated.

MNew Password =~ |FREAEeeessss However, you can then no longer log on to this system

Repeat Password | FRRRReeesRes using a password.

Entry is Case-Sensitive

NOTE: Changing initial Bl password will not affect logging in to the portal using SSO with a
professional LDAP account. This type of account requires the user to input their network password.

Also, Bl UserlID accounts are created for:
* Access to E-Recruiting professional roles through the HRMS Portal. This information can be
found in the E-Recruiting and HRMS Portal chapters of this handbook.
e Access HCM professional roles through the HRMS Portal with the use of WebGui. Information

on how to assign an WebGui group role to the Portal Professional account can be found in the
HRMS Portal chapter of this handbook.
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Maintaining a Professional Bl UserlD Account

Create Bl UserID (SUO1)

Prerequisites:

v' UserlD is created in HCM, has at least XXXX_Data_Profile role.

v" The Authorization Profile assigned through the OOSB in HCM (not required for E-Recruiting
Professional Bl Users)

1. Login to the BIP environment (HRMS Business Intelligence);

2. Enter transaction ‘SU01’ (/nSU01) to create Bl UserID

3. Copy the model UserID “Template_1D” to create the new UserID.

a. Enter TEMPLATE_ 1D in the ‘User’ field.

b. Click on E to COPY the Template UserID.

User Maintenance: Initial Screen

0 120e a(@)el &

User Template_1d| @

NOTE: The TEMPLATE 1D UserlD was created to assist in the creation of new UserIDs. This ID contains basic
default settings that all UserIDs will need. There are several fields that will require changes after the copy is
performed and before the UserlD will be useable in the system.
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4. Enter the new UserlD (Personnel number, including leading zeroes to create an eight digit UserID.

This must match the UserID in HCM — HRMS Production) and click on (Copy) to continue.
II:UCOp\,r Users

From TEMPLATE 1D
C

Choose pans
[]Address

[#] Defaults

[w]User Parameters
[v] Reference User

[w] Raoles

[v] Authorization Profiles
[w]User groups

[v¥] Personalization

[w] Licence Data

SAP Easy Access Seftings

©@:=

5. From the ‘Logon data’ tab, update the following:
a. Make sure Dialog is selected for the User Type

SMNC { Defaults { Farameters { Roles

( User Type @

GGG Logon data

i

b. Click in the initial password field and type in an initial password and then retype the same
password in the Repeat Password field. Note that ‘hardened’ password standards apply (i.e.
must contain at least 1 letter, 1 number and 1 special character, and must be at least 8
characters long). DO NOT click on the wizard button. This will generate a 40 digit password.

Fassword

This entry is case sensitive

_— el N
Initial password

T T T I T

Repeat passward
Password Status

c. Make note of the password for distribution to the Bl User and to map the Bl account to the
HRMS Portal account if needed.

NOTE: All Bl Users will need UserlD and password to display query results on the web. The (SSO) Bl User
should always use the SSO button on the SAP GUI logon pad.
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d. Enter the User Group for your Agency. To search, click on the button to search for your

User Group.

User Group for Autharization Check

Llser group

CTA_1118

e. Enter the valid from and valid through dates.

Validity Period
Walid fram gor1e/2008
Yalid through 12/31/99499

6. Select the ‘Address’ tab, enter user’s first and last name and any other desired information and
press enter when complete.

K=

Persan
Title

=]

Last name

11111111

—|

First name |

+— |

AcademicTitle |

Farmat

11111111

Function

Department

Room Mumber

|
Floor

Building

=

Language

Communication

E]

Telephone

| Extension

| Othercommunication.. |

Mobile Phone

Fax

| Extension

[ ]

E-Mail

ol olgls

Zomm. Keth

E]

Assign other company address.

Assign new company address. I

Company

L]

[ ]
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7. Click on the ‘Defaults’ tab. If you did not copy this UserID from ‘Template_1D’, ensure the following
fields are filled as shown:

mDjE

Start menu e~ |
Logon Language / lﬁ‘
Decimal Notation | [1.234,567.89 a
DateFormat  \_|MWDDNYYY ] al]
Time Format (12/24h} 24 Hour Format (Exarmpse? 12:05:10) a|

O —
Spool Control

QutputDevice < |LocL ) |
T

] output Immediately
[]Delete After Qutput

Fersonal Time Zone

ofthe User PsT
Sys. Time Zone ST
CATT

] Check Indicator

If NOT using Single Signh On (SSO) you are done. If you ARE using SSO continue to step 8.
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Single Sign On

8. Click the “SNC’ tab. Enter the SNC name in the following format ‘p:xxx\yyyy’ (see example below).
xxx = 3 letter agency code
= yyyyy = user network id

[0
SMC Status

CO@ SKC s active on this application server

ﬂ Unsecure logon is allowed (snc/accept_insecure_gui)

SMC data

SNC name m)

|
4b Canonical namEmotdeterined

[JUnsecure communication permitted (user-specific)

9.

If the update is successful, a green check mark and the message “Canonical name determined”
will appear as it does below.

SMC Status

CO@ SMC s active on this application server

ﬂ Unsecure logon is allowed (snc/accept_insecure_gui)

SMC data
SNC name p:dopwillw |
¥ Canonical name determined

[ Unsecure communication permitted (user-specific)

10. Click on [H (Save) when finished.
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Assign Professional Roles to a Bl UserlD Account (SU01)

NOTE: The GENERAL ACCESS role MUST be assigned to all Bl user accounts. For E-Recruiting Professional
Bl Users this is the only role needed in Bl. For assigning multiple users, Mass UserlD Maintenance (SU10) can
also be used.

Roles for Bl UserlDs
Bl users will need the following roles:
» ZS_BI_GENERAL_ACCESS (Contains general use transactions),
= ZS Bl XXXX_END_USER or
= ZS Bl XXXX_POWER_USER (where ‘XXXX’ is your personnel area)
= ZS_BI_XXXX_WBWT Agency Workbook/Web template)
= ZS_BI_SOW_WBWT (State of Washington Workbook/Web template)

and one OR more of the following

» ZS BI-FI_ANALYSIS (Access to Financial data)

= ZS BI-HR_ANALYSIS (Access to HR data)

» ZS_BI-ER_ANALYSIS (Access to E-Recruiting data)
» ZS BI-GR_ANALYSIS (Access to Grievance data)

Roles in Bl are assigned directly to the UserlD.
1. Log into BIP (HRMS Business Intelligence);
2. Enter transaction ‘SU01’ (/nSU01) to Assign Role(s) to UserlD(s)

3. Enter/Search for the UserID.
a. Enter the UserlD (8 digit Personnel Number, including leading zeroes) into the ‘User’ field. In

this example itis ‘11111111°. To search for the User, click on @ to search and select the
User.

b. Click the ‘Change’ '€l button.
Uger Maintenance: Initial Screen

N@)s @0 & 4

a

4:""' "~
Alias
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3. Click the ‘Roles’ tab, enter the Role name.
a. If you know the role, type it in the first empty cell and press enter.

b. To search for the Role, click on to search.

EEEEEFHEE ¢ roe [E Roe |

Reference user for additional rights

st |Role Type |Valid From |valid to Mame
@ Z5_BI_GENERAL_ACCESS ,_.@ 07/08/2008 12/31/9999 BIGENERAL ACCESS [+
b.( ) [~]

\_/ I

c. Enter ZS_BI* in the ‘Single Role’ field

d. Click on Iil to Start Search
IS Role Name (1) CE

Single Rol...

Single role

Role name

(DIEE ]

Malemum Mo. of Hits 500

(VielmEls]

]

e. Select the role(s) desired and place a checkmark in the box to the left.
f.  Click on Iil to copy/continue

[= Role Mame (1) 500 Entries found EE A
Single Roles
=
f.
Role name
[0 2Z5_BI_0110_END_USER BI:EMD USER - 0110 [«]
[0 2ZS_BI_0110_POWER_USER  BIPOWER USER- 0110 [~]
[0 ZS_BI_0110_SECURITY_AUDIT BI:SECURITY AUDIT - 0110
[1 7S _BI_0110_USER_ADMIN BI:USER ADMINISTRATOR - 0110
C -~ BI_0110_WBWT BI:WORKBOOK WEB TEMPLATE ROLE - 0110
Z5S_BI_0120_END_USER BI:EMD USER - 0120
|_| 7o Al nMen POWER | IeFR RI-PMWER T I2ER - N30
g. Repeat as necessary to add any additional roles.
Security Administration Handbook v9 Page 75 of 115

Revised: 05/13/2010



1. Close the Display Role screen.

2. Repeat from step 4 for any other roles.

Delete Professional Roles from a Bl UserID Account (SU01)

1. Log in to BIP (HRMS Business Intelligence)
2. Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.
3. Click on the Display button @, and verify the user.
4. On the Roles tab; Click on Display/Change button Z 1o enter the edit mode.
5. Click on the box to the left of the role(s) to select
EDE|
EE | B & F|HE < roe B Roe |
Reference user for additional rights
5t |Role Type |Valid From |Validto MName
@ [Z5_BI_3100_USER_ADMIN @ 22.06.200031.12.9999 EII:USERADMINISTRATOFEE
| @ |[Z5_BI_GENERAL_ACCESS € ©2.04.2000(31.12.0999 BI:GENERAL ACCESS E
l 08.07.2000 31.12.9999_|_|
6. Click on Delete Row button to delete the role(s)
7. Click the Save button to save the account.
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Bl UserID Maintenance

For the complete steps of maintenance processes, refer to the previous chapter HCM UserID
Maintenance. The steps are the same in Bl as they are in HCM.

Reset Bl Password (SU01)
Lock/Unlock Bl UserID (SUO01)
Mass Bl UserID Lock/Unlock (SU10)

Some of the options where the SU10 Mass User Maintenance transaction might be more effective than
one-at-a-time changes are:

e locking of UserlIDs,
e changing Parameters and/or Defaults,
e assigning common roles to a large group

Professional Users Transfer out of the Agency or

Professional Users Become Non-Professional Users (ESS Users):
Bl:

Log into BIP — Business Intelligence Production — through the SAP Logon Pad

Enter transaction ‘SU01’ (/nSUO01) to delete the UserID.
Enter the UserID (8 digit Personnel Number, including leading zeroes) into the ‘User’ field. In this

example it is ‘11111115, To search for the User, click on @ to search and select the User.

Click the Display button % 1o verify the user
Click on the Back button & to go back to the User Maintenance screen

Click the T ‘Delete’ button
User Maintenance: Initial Screen

AR EEEE

wn =

o oA

User f1111115

Alias

7. A screen like the one below will appear. Click the ‘Yes’ button if you are sure you want to delete the
User. The User is now deleted.

Delete User

User
11111115
should be deleted

@ Delete User

Mail user deleted too!

L Sl [
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Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this
change does not update the UserlD account (SUO1) for that employee in Bl. The Agency User

Administrator must manually go into SUO1 and change employee’s name.

1. Enter transaction SUO1
2. Enter the UserlID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field
3. Click the Display button % 1o verify the user
4. Click on the Change/Display button 7 to enter the edit mode
logondata . SNC , Defaults , Parameters . Roles . Profiles manE
Person [+]
Title | & ]
Lastname Doe
Firstname Jane
Academic Title
Format Jane Doe
5. Change Last and/or First name
Logondata , SNC , Defaulls , Parameters , Roles . Profiles oE
Person =]
Title g [*]
Last name Jackson

First name

Jane

6. Click on Save H to save the account.

H
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E-Recruiting User
Administrator
SERP USER ADMIN
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Introduction

This will assist/direct you in the administration and maintenance of E-Recruiting UserlDs, to ensure all
employees have access to E-Recruiting functionality.

State employees will have both an Employee Self Service (ESS) account and an E-Recruiting account.
Employees may access E-Recruiting from their ESS account (My Career tab). This tab allows the state
employee to search and apply for jobs through E-Recruiting.

Employees will be able to reset their own password for ESS as long as they have entered their email
address in their ESS personal information.

If the password for the ESS account needs resetting, you will perform this action accessing the UserID
(personnel number) account in the HRMS Portal. If the email address has been added in ESS the
employee will receive an email with their reset password. NOTE: This functionality is not supported on
the new IE8 browser.

If the password for the E-Recruiting account needs resetting, you will perform this action accessing the
UserID (personnel number) account in EPO through the SAPGUI Logon Pad.

There will also be agency Recruiters that will need access to E-Recruiting through the HRMS Portal.
Agency Recruiters WILL NOT access E-Recruiting through their ESS accounts but through a different
account in the HRMS Portal. We call this a Professional Portal account. This professional account will
allow agency recruiters to perform recruiter functions through E-Recruiting. The professional user can
also run E-Recruiting reports if assigned the appropriate roles in EP0 and in Bl.

To have a successful Professional account for E-Recruiting through the HRMS Portal you will first need
to make sure all of the appropriate accounts are created. The accounts that are needed can be found
listed in the Types of E-Recruiting Users section.
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Types of E-Recruiting Users - New to Launch B (October 2008)

¢ Internal Job Seeker — This account is a Non-Professional E-Recruiting account created by
DOP Centralized Security Administrators in EPO to give access for internal job seekers to
search and apply for jobs through their My Career tab in Employee Self Service (ESS).

¢ E-Recruiter — This account is a Professional E-Recruiting account where the user performs
a variety of recruitment activities. This type of user needs to have the following accounts
created:

1. E-Recruiting roles assigned to the UserlD account in EPO.
E-Recruiting professional roles assigned in EPO should also have a corresponding HRMS
Portal Group role assigned to their Professional Portal account. Not all E-Recruiting
professional roles have a corresponding portal group role. The available corresponding portal
group roles are listed in the crosswalk table below.

E-Recruiting Roles Portal Roles
SERP_RCF ASSESSMENT ER_Assessment GRP
SERP RCF DE_ADMIN LIMITED ER DecentralAdminLimited GRP
SERP DE RCF JOB SEEKER SUPPORT ER_DeCentralJSSupport. GRP
SERP_RCF DECISION MAKER ER DecisionMaker GRP
SERP_RCF MGR_AS RECRUITER ER_ManagerAsRecruiter GRP
SERP RCF RECRUITER ER Recruiter GRP
SERP RCF RECRUITER LIMITED ER RecruiterLimited GRP
SERP RCF RECRUITER SUPPORT ER_RecruiterSupport. GRP
SERP_RCF_REQ REQUESTER ER_RequisitionRequest. GRP

2. Business Intelligence (Bl) User Administrator creates UserID account
and assigns/verifies the ZS_Bl_GENERAL_ACCESS role is assigned in BIP.

3. Professional account in the HRMS Portal. The agency Portal User Administrator checks
to see if there is already an LDAP account (email address login account) in the HRMS
Portal. If not, then the user administrator creates an agency domain\network username
account (UME: example; dop\juliaw). AND

¢ Assigns the E-Recruiting portal group roles (corresponding to roles assigned in
EPO).
e Map the professional portal account to the BIP userID account.
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Maintaining a Professional E-Recruiting UserlD Account

Assign Roles to E-Recruiting UserID’s

1.

2.

Log into E-Recruiting EPO (HRMS E-Recruiting Production), from the SAPGUI logon pad.

In the transaction field, enter transaction code SUO1 (/nsu01) to get to User Maintenance to assign
arole(s) to a UserlD.

Enter the UserID (8 digit personnel number, including leading zeroes) in to the “User” field, OR,

click on @ to search and select the User. Click the change icon.
User Maintenance: Initial Screen

r 2 ZEIEERE
2nd

1St

Llser

If you see the “User xxxxxxxx does not exist” pop-up box, there are a couple of possibilities; either
the E-Recruiting UserID has not yet been created, --or-- the UserID you entered is incorrect. Click
the green check, then confirm/verify the UserID you entered is correct. If not, repeat step 3 with
correct UserID. If you still see this pop-up, you will have to wait until this E-Recruiting UserID has
been created by the DOP New Employee UserID Process (HRUSER process).

III:'InfDrmatinn

B Vser e does notedst

NOTE: /f more than a week has elapsed since the new person was entered into the HRMS database and they still
haven’t appeared in E-Recruiting (or ESS) call the DOP Help desk at 360-664-6400 and ask for assistance from

the DOP Central Security Administrators.

5. On the “Maintain User” screen, click the “Roles” tab.

Maintain User

Liser LR
Last Changed On

Address '| Logon data . Defadlts Paramet@

23.09.2006|13:29:51 Status
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6. Search for the E-Recruiting role to be assigned. Enter “serp*” in the first empty cell under “Role”,

and click on .

Address '| Logon data i Defaults i Parametersm

Reference user for additional rights

RCF_CAND_INT

Fole Assignments

at.

[valid From  [valid to

Serp*

1 st 2nd

7. Click the green checkmark to start search. (Make sure the tab is on Single Roles)

I= Role Marme (13
Single role ISERF'*
Fole name
M axirnurn no. of hits A00
N
(~lemim
e’
. elect role(s) to be assigned and clic e green check.
8. Select role(s) to b d and click th heck
III?'HDIE Marne (13 17 Entries Found [
¥4 Single Roles Composite Foles -
=
d -
i @ ) A N = =R EYNEY
— |5ingle role 1Rule name
Il SERP_CE_RCF_BUSIMESS_ADNMIMN ER: Centralized Business Administratar for Erecruiting
] SERP_CE_RCF_JOB_SEEKER_SLIPFORT ER: Centralized Job Seeker Support for Erecruiting
] SERFP_CE_RCF_RECRUITER ER: Centralized Recruiter for Erecruiting
] SERP_DE_RCF_BUSINKESS _ADMIMN ER: DeCentralized Business Administrator for Erecruiting
18t ™~ SERP_DE_RCF_J0OB_SEEKER_SUFPFORT ER: Decentralized Job Seeker Support for Erecruiting
[ [¥] ) |SERP_DE_RCF_RECRUITER ER: Decentralized Recruiter for Erecruiting
B SERP_RCF_ASSESSMEMT ER: Assessment for Erecruiting
] SERP_RCF_COMPLIAMCE_ADNIMN ER: Compliance Admin for Erecruiting
M SERP RCF DECISION MAKER ER: Decision Maker for Erecruiting
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9. Clickon H (just right of the transaction box, top of your screen) to save changes; you should see

[ User® o2 twas saved i the jower left status area of your screen.

Reconciling the Role

11.0n the “Display User” screen, click the “roles” tab.

10.0n the “User Maintenance: Initial Screen”, click Display.
Display User

_astChanged On  [5. [16.10.2007 88 :52: 46| Status

12.Double-click the green icon to the left of the role name you just assigned; the “Display Roles”
screen will open in a new window.

Reference user for additional rights RCF_CA

5t |Rol Type |Walid From
ERP_LE_FCF_RECRUITER: r i 23.09. 2006
____________________________________
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13. Note the yellow triangle, and click on the “User” tab.

Display Roles

]

Role

Rolei \SERP_DE_RCF_RECRUITER

Description |ER: Decentralized Recruiter for Erecruiting

L Description @ denu B Workflow . @ Authnrizatiuns<; £y Lser ;>u1iniﬂ|

14.Note the red light, and click on the “User comparison” button.

Display Roles

ES)

Fole

‘Fole! \SERP_DE_RCF_RECRUITER |

Description |EF:: Decentralized Recruiter for Erecruiting |

{3 Description '| @ Menu B Workflow . @ Authorizations MiniApps

@ |" Crganizational Mg...t B Usercomparison H

15. Click on “Complete comparison”

III:' Compare Role User Master Record

Last comparison Complete adjustment

User! Towys | User [ TONYA |
Date Im Date Im
Tirre 14:24:52 | Tirne 14:24:52 |

Information far user master comparison
Status

User assignment has changed since the last user master record comparison

gﬁ Complete comparison DIl Information |
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16.Note the green lights on the “User comparison” button, and on the “User” tab. Click the green
“back” arrow to close the window opened in Step #13, and you will return to the “Display User”
screen.

=
Role Edit Goto  LUilities  Systern Halg

@ =]« @m
Display Roles

Fale

17.Click the green “back” arrow and you will return to the User Maintenance screen.

You have just assigned E-Recruiting professional roles in EP0O. You will need to contact your agency’s
Bl User Administrator and Portal User Administrator to create the required accounts to access
E-Recruiting through the HRMS Portal. Bl account will need the required General_Access role
assigned; the professional portal account will need the corresponding E-Recruiting portal group roles
assigned.

These procedures can be found in the Business Intelligence and HRMS Portal chapters in this handbook.

E-Recruiting UserID Maintenance

For the complete steps of maintenance processes, refer to the previous chapter HCM UserID
Maintenance. The steps are the same in E-Recruiting as they are in HCM.

Reset ER Password (SU01)
Lock/Unlock ER UserID (SU01)
Mass Lock/Unlock ER UserID (SU10)

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):
E-Recruiting: DO NOT DELETE THESE ACCOUNTS! Delete the roles only

1. Login to E-Recruiting EPO (HRMS E-Recruiting Production)

2. Enter transaction ‘SU01’ (/nSU01) to delete the roles.

3. Enter the UserID (8 digit Personnel Number, including leading zeroes) into the ‘User’ field
4. Click the Display button g to verify the user

5

Click on to enter Edit mode
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6. Click on the Roles Tab

EEEEE S

Reference user for additional rights RCF_CAND_INT
St |Role Type |Valid From |Validto Mame
@ FERP_RCF_FiGR_AS RECRUITER: i) [10/21/2008 [12/31/9989 ER: Manager as Recruiter
@ SERP_RCF_RECRUITER &y 10/21/2008 [12/31/9999 ER: Recruiter for Erecruitin
@ SERP_RCF_RECRUITER_SUPPORT & 10/21/2008 12/31/9999 ER: Recruiter Suppart for |
(][ e [« [

7. Click on the box to the left of the role(s) to select

EEEEE S

Reference user for additional rights RCF_CAND_INT

St |Role Type |Valid From |Validto Mame
10/21/20088 12/31/9909
10/21/20088 12/31/9909
10/21/20088 12/31/9909

|| L |
K1 .o

8. Click the Delete Row button to delete the role(s)

KN ] o B =

oE|

ElEEEEEE

Reference user for additional rights RCF_CAND_INT

5t |Role Type |Valid From [Validto MName

2]
[0 N E

M e[ ]
9. Click B save.

NOTE: HCM, Bl and Portal User Administrators need to do clean up on these professional user
accounts if the users had access to those system

Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this
change does not update the UserlD account (SUO01) for that employee in E-Recruiting. The Agency
User Administrator must manually go into SUO1 and change employee’s name.
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OoE

1. Enter transaction SUO1
2. Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field
3. Click the Display button g to verify the user
4. Click on the Change/Display button ' to enter the edit mode
_MITEEN Logendata | SNC | Defauts | Parameters | Roles | Profles || |
Person
Title 1 ]
Lastname |D0e |
First name |Jane |
Academic Title | |
Faormat |Jane Doe |

5. Change Last and/or First name

I 1D

[=]
[=]
[ui]

Person

Title | al
Last name |Jack50n |
First name |Jane |

6. Click on Save [H to save the account.

— 1D
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HRMS Portal — User Admin



Introduction

There are three types of Portal Logon ID’s:

1.

Personal ESS User Logon ID - Created by Department of Personnel (DOP). The Logon ID is the
user’s 8 digit Personnel Number. This Logon ID may be locked, unlocked or have its password
reset by the Agency’s Portal User Administrator(s).

Professional LDAP Logon ID - Users accessing the Portal who are connected to the state’s Active
Directory tree will be granted Portal access based on their email address and network password.
The Logon ID is the user’s agency email address. Password resets for these are the
responsibility of the agency network admins.

Professional UME Logon ID - Created by the agencies’ Portal User Admins. The Logon ID is the
user’s agency domain\network username (dop\warrenk). These accounts require maintenance
by the agency User Admins, including creation, deletion, password resetting, locking and unlocking
of the accounts, and role/group assignments.

Logon to the HRMS Portal

1.

Logon to the HRMS Portal from work; open your web browser and enter this URL if your agency is
in the Enterprise Active Directly (INSIDE the State Government Network) https://myhrms.wa.gov/irj

Logon to Portal from work, home or anywhere outside the State Government Network (SGN) enter:
https://wahrms.wa.gov/irj

Inside the SGN (In the Active Directory) - enter your work email address (like
warrenk@dis.wa.gov) as your Logon ID to enter the secure (HTTPS) portal. Use your normal
network password to login. If the agency is single sign-on (SSO), users should go directly into the
portal. (If you are logging in outside of the SGN you would still use your email address and
network password).

Outside the SGN - If you normally have to log into the Portal using your agency domain\network
username (like dis\warrenk) there will be no difference in Logon ID or password from any location.
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Professional Portal Accounts

There are two ways to setup access for a user in the Portal. This depends on whether or not your
agency is connected to the State Government Active Directory:

1. If you are IN the State Government Active Directory, your employee’s accounts are already created
in the portal. The user’s email address is his/her Portal Logon ID. Logging into the portal is based on
the user’s email address and network password and could also possibly be Single Sign On (SSO).

2. If you are NOT a member of the State Government Active Directory, you must Create/Delete your
agency Professional Portal UserlD/Logon IDs and manage their passwords.

As a Portal User Administrator, you may:
a. Assign the User Admin SINGLE role. (*User* Admin*)
b. Assign the HR HtmIGui GRP GROUP role. (Access to HCM through the WEBGUI)
c. Assign the Bl Reports GRP GROUP role. (Access to Bl reports and/or E-Recruiting reports)
d. Assign E-Recruiting GROUP Roles (Access to E-Recruiting functionality)
e. Map the Portal Logon ID to BIP UserlD Account.

The image below shows the HRMS Portal. You should at LEAST have the “User Administration” tab
shown, and the “ldentity Management” sub-tab also selected. Many actions can be initiated from this
screen directly: Create User, Delete, Lock/Unlock, and Advanced Search. We recommend using the
“Advanced Search” option if you do not know the exact Logon ID.

NOTE: To search for the e-mail address as a Logon ID you have to use the Advanced Search and search by the
e-mail field.

e | Identity Management - SAP NetWeaver Portal - Microsoft Internet Explorer E@g|
I
L]

File Edit View Favorites Tools Help
G Back - (g Iﬂ \ELI 8 | K ) Search ¢ Favorites §#) v @ - | ﬁ 3
Address [€] https:/fmyhrms.wa.gov/if/portal v B Go | Links
I N - HRA
User Administration
Identity Management | Import | Activity Reports
Identity Management | History, =
’
=
I Search EIC]
Search Criteria User |~| All Dafa Sources | ~| Go| Advanced Search |
Select All | Deselect All|  Create User | Copy to Mew User| Delete| | Unlock| Lock | Generate New Password |  Export|
T... Statu Logon ID = Name = Department = Data Source =
Enter a search parameter and choose Go. ﬂ
] Done 2 @ Trusted sites
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Advanced Search

Select the “Advanced Search” option on the Identity Management screen. This will take you to the
following screen:

1. Search for a user by the Logon ID, Last Name, First Name or E-Mail Address
Hint: When searching you may substitute the asterisk in any character position to represent
unknown characters or wrap known characters around multiple asterisks. (EX: warrenk*;
*@*.wa.gov)

2. Click the Search button. You will see the screen similar to the one shown below.

I Search

Advanced User Search

Search | Clear Search Criteria | Close Advanced Seach

Frequenthy-Used Information General Information Account Information Contact Information Additienal Information

Legon ID: Ewﬂrrenkﬁ

Last Mame:
First Mame:

E-Mail Address:

Telephone:

Fax:

Mobile:

Unapproved Users: O

Security Policy: All |

Data Source: All Data Sources ﬂ

Select AII| Deselect AII| Create User| Copy to New User Delete| Unlu:l-:k| Luck| Generate New Password Export
Type  Status & Logon ID %+ Name % Department % Data Source
& @ O Kelly, Warren (DIS) LDAP
& @ Kelly, Warren (DOP) HRISD LDAP

3. Click on the user you need. The selected user will be highlighted and the Details view will be shown.

Advanced Search can be used to find all types of Portal user accounts: ESS, Professional LDAP (e-
mail) and Professional UME (domain\network username)
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Maintaining a Professional Portal Logon ID Account

Creating Professional Portal Logon IDs (UME)

NOTE: If you are in the Active Directory and/or a Single Sign On (SSO) agency you do not need to create
Professional Portal accounts. They are created automatically and the login ID is the e-mail address. To login
to those accounts you will need to use your network password. You will only need to assign groups/roles to
those accounts and map to the Bl account.

(@ Mo element found.
I Search

Advanced User Search

Search | Clear Search Criteria | Close Advanced Seach

Frequenthy-Used Information General Information Account In

Logon ID: El:ln:lp".warren|

Last Name:
First Name:;

E-Mail Address:

Telephone:

Fax:

Mobile:

Unapproved Users: O

Security Policy: Al |
Diata Source: All Data Scurces ﬂ

Select All | Dezelect All py to New User Delete

L Y r'

Type Status = Logon ID -

1. Click on the “Create User” button (circled in red above) and your screen format will change to what is
shown below:

Security Administration Handbook v9 Page 93 of 115
Revised: 05/13/2010



I Details

Save | Cancel

General Information Account Information Contact Information Additional Infermation Assigned Roles Assigned Groups

Logon ID: = DOPwrarrenk
(& Define Initial Pazsword

(" Generate Pazsword

(" Dizable Pazsword

Define Pazsword: ® sessEnmE
Confirm Password: * sessenwew
Last Name: * Kely

First Name: Warren

E-Mail Address:

Form of Address:

Language: ﬂ
Activate Accessibility Feature: |
Security Policy: Default ﬂ

2. Fill in the data as shown:

e Logon ID - Using your Agency’s domain (DOP in this case) slash (\) username (EX:
DOP\warrenk)

e Password — enter your own. The initial password can be any generic password. The user will
change it to his/her own hardened password at the first log in.

e |Last Name and First Name.
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3. Click Save. Clicking on the “Save” button will create the UserlD/Logon ID. Once you've done this,
you can manage this Logon ID.
[E user created

I Search
Search Criteria |User ﬂ All Data Suurcesﬂ ﬂ Advanced Search
SeledAIIl Deselect AII| Create User| Copy to New User Delete| Unluckl Lclck| Generate New Password Export
Type  Status = Logon ID > Hame = Department = Data Source
ﬁ -} DOPvwarrenk Kely, Warren UME Databas
|=] =] =] Row[1]of1 [~ | =] =]

I Details of User DOPiwarrenk

Modify

General Information Account Information Contact Information Additional Infermation Aszsigned Roles Aszszigned Groups User Mapping for System Acce

Logen ID: DOPvwearrenk
Last Name: Kely
First Name: Warren

E-Mail Address:

Form of Addres=:

Language:

Activate Accessibility Feature: O

Security Policy: Default

Unique 1D: USER.PRWVATE_DATASOURCE.un:DOPwrarrenk
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Assigning Group Roles to Professional LDAP or UME LogoniID’s

Search for a user using the Advanced Search described earlier, select it for editing.
Click on the Assigned Groups tab. You will see all the groups that are already assigned to the user.

1.
2.

3.
4.

This will include default groups, and distribution lists.

Click on the Modify button to enter the edit mode.

Search for the Group to assign to the user in the Available Groups section. Enter the full name of

the group or a part of the name with wildcards such as HR*
Click the Go button. This will show all the Available Groups that meet the search criteria
(HR_HtmIGui_GRP in this example)

Available Portal GROUP Roles.

Portal Bl Reporting GROUP Role:
» BI_REPORTS_GRP

Portal WEBGUI GROUP Role:
» HR_HtmIGui_GRP

Portal E-Recruiting Professional GROUP Roles:

VVVVVVVYY

ER_Assessment GRP
ER_DecentralAdminLimited_ GRP
ER_DeCentraldJSSupport_ GRP
ER_DecisionMaker_GRP
ER_ManagerAsRecruiter_GRP
ER_Recruiter_GRP
ER_RecruiterLimited  GRP
ER_RecruiterSupport_ GRP
ER_RequisitionRequest_GRP

I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Information

Account Information

Contact Information

Additional Information , Assigned Roles 4TSl ReElfalifol

Available Groups

Search Criteria All Data Sources

Select All| Deselect All|

Name

& ER DecentralAd...
& ER_DeCentrallS. .
& ER_DecisionMa...
& ER_InternalCan...
& ER_ManagerAs...

2|z|+] Row 6lof15 ~ix

Add

= Description

Decentralized Adm. ..
Job Seeker Suppo...
Decision Maker — ...
My Career—ER G...

Manager as Recru._

4O

Y

= Data Source

UME Database
UME Database
UME Database
UME Database
UME Database

5 Assigned Groups

d arch Criteria All Data Sources jER”

Select All| Deselect All|

& Everyone
J & G-S-HRISD STA. ..
J & BI_Reporis_GRP
J & Authenticated U...

=] =] -] Row|1]of4 -] =] =]
Remove

= Name % Description
Built-in Group Eve._

Building1 and Buil._
DOP Bl Reporis G...
Built-in Group Aut...

Dat:
Buil
LD/
UME
Buil
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I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Information Account Information Contact Information Additional Information Azzigned Roles Azzigned Groups U=zer Mappinc

Available Groups 4 5 Assigned Groups
Search Criteria | Al Data Sources @ @ Search Criteria | Al Data Sources ﬂ
Select All | Deselect Al Select All| Deselect Al
Name = Description = Data Source S Mame = Description

J & HR_HtmIGui_GRP DOP HR WebGui Group UME Database J & Everyone Built-in Group Eve
J & G-5-Citrix Test Group Group e=stablizhet
J & G-53-HRISD STAFF Building1 and Buil
J & G-S-HRMS Securty
J & Bl_Reportz_GRP DOP Bl Reportz G

|=] =] «] Rowe[1]of1 [~] =] =] =] =] =] Row[1]otE =] =] Z|

6. Click the box to the left of the Group name to select it. The row will be highlighted.
7. Click the Add button to add the Group role to the Assigned Groups section.

I Details of User WarrenKi@DOP WA.GOV

Save | Cancel

General Information Account Information Contact Information Additional Information Az=igned R

Available Groups Assigned G
Search Criteria | All Data Sources ﬂ hr* Go | Search Crite
Select All | Deselect All Select All

= Description 2 Data Source
DOP HR WebGui Group UKE Databaze

1k

Na

OF oF OF oF oF
G

o

| Row[1]of1 | ~| =] =] j B
@ Remove

8. Search and assign any additional Group roles if needed. Steps 4 - 7

9. Click the Save button to save the changes to the user account. The newly assigned Group Role(s)

will be shown in the “Assigned Groups”

10. You will also need to user map the Portal account to the Bl account. Please refer to the Mapping to

Bl UserID.
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I Details of User WarrenK@DOP.WA.GOV

Modify

General Information Account Information Contact Information Additional Information Aszigne

Assigned Groups

Search Criteria | All Data Sources ﬂ [ ] Search Recursi'.rer:.rﬂ
Name % Description
& Everyone Built-in Group Everyone
& G-5-Citrix Test Group Group established to test Citrix
( HR_HImIGU_GRP DOP HR WebGui Group
% G-5-HRISD STAFF Building! and Buildings Staff

& G-5-HRMS Security

=T Enela Ee=mt — o T |

Assigning User Admin Single Role to Professional LDAP or UME LogoniID’s

1. Search for a user using the Advanced Search described earlier, select it for editing.

2. Click on the Assigned Roles tab.

3. Click on the Modify button to enter the edit mode.

4. Search for the User Admin role to assign to the user in the Available Roles section. Enter
*User*Admin* in the criteria field

5. Click the Go button. This will show all the Available Roles that meet the search criteria (User Admin

in this example). Choose the User Admin role.
I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Information Account Information Contact Infermation Additional Information Assigned Roles Asszigned Groups User Mapping for System Acces:

Available Roles

Assigned Roles

Go Search Criteria Al Data Suurcesﬂ Go

Select All | Deselect All

Select All | Deselect All

Name = Description = Data Source = Name = Description = Data So
J g'j pcd:portal_content/ad... User Admin Portal Role
Enter a zearch parameter and choose Go.
[Z] =]~ ] Row[1]of1 <] =] =] |=] =] =] Row[o]ofo -] =] =]
Add Remove

6. Click the box to the left of the role name to select it. The row will be highlighted.
7. Click the Add button to add the User Admin role to the Assigned Roles section.
8. Click the Save button to save the changes to the user account. The User Admin Role will be shown

in the “Assigned Roles”. The message @ user atiributes modified will appear at the top of the
screen.
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Mapping to Bl UserID

NOTE: The Professional Portal accounts need to be mapped to Bl UserlD accounts when the Professional Portal
account has Bl_Reports_GRP and/or HR_HtmIGui_GRP group or any E-Recruiting group role assigned.

oD

o

6.

“*Effective April 26, 2010 you MUST also contact the DOP Service Center to have Professional
Portal accounts mapped to the Federated Portal. You will need to provide the Bl UserlD and
current password and the Professional Portal account userlD (LDAP or UME). Send requests to the
DOP Service Center at servicecenter@dop.wa.qov or contact 360-664-6400.

Search for a user using the Advanced Search described earlier, select it for editing.

Click on the User Mapping for System Access tab.

Click on the Modify button to enter the edit mode.

Enter the BIP UserID (8 digit personnel number including leading zeros) into the Mapped UserID
field

Enter the BIP password for the UserID in the Mapped Password field

NOTE: You will have to know the user’s BIP password. Most likely it will be the initial password that a Bl
User Admin created. If it is a productive password, Bl User Admin should either reset it or ask the user for
their productive Bl password.

Click the Save button. The message
screen.

(@ User attributes modified will appear at the '[Op of the

I Details of User WarrenK@DOP.WA.GOV

7.

Save | Cancel

General Information Account Information Contact Information

System Selection

System: BIPCLNT125 (X)| =] Refresh Wi

“ou chose the SAP reference system. The uger ID you enter will be usec
When you change elements of thiz user mapping, vou need to enter a val

Mapping Data

Mapped User I

12345678
Mapped PasseNgd:

Refrezh | | Clear |

After a successful mapping you will see an X in the System drop down box BIPCLNT125 (X)

System Selection

System: BIPCLNT125 (X}

8. Remember to contact DOP to have the userid mapped in the Federated Portal!
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Portal LogonID Maintenance

Reset Portal Logon ID Password

You can reset Portal user passwords in two cases:
ESS users (8 digit personnel number)
NON SSO professional users (domain\username)

NOTE: LDAP e-mail accounts’ passwords are reset by your agency’s Network Administrators this in turn will
change the user’s password to their PC.

NOTE: UME Professional and Personal ESS user account — if there is an email address in the email field of
the account, the new initial password will be sent to the user after you reset it.

NOTE: When you are searching for an ESS User Portal account using the advanced search and no user
comes up, try searching for their full 8-digit personnel number. The user might have changed their name, in
that case you will have to update their name. If the user still does not come up in the search, contact the DOP
Help Desk with the User’s name and full 8-digit personnel number.

1. Search for a user that needs his/her password reset either using the search box, or the Advanced
Search option.
2. Click on the box to the left of the user to select it, the line will become highlighted.

e N - HR

User Administration
Identity Management | Import | Activity Reporis
Identity Management | History,

k

I Search

B

Search Criteria User j All Data Sources j dop\* Go| Advanced Search]|

Select All| Deselect All|  Create User| Copy to New User| Delete| Unlock| Lock| Generate New Password|  Export|

-
-

=

= Department

.
-

L1

Data Source
UME Database

Statu: Logon ID
@

Name

T...

dopitestuser Test, User

3. Click the Modify Button to enter the edit mode.
]

Save | Cancel
General Information Account Information

*

Contact Information , Additional Information , Assigned Roles [ v]e]

@ Define Initial Password
' Generate Password
" Disable Password

Define Password:

Confirm Password:

Last Name: * Test
First Name: User

E-Mail Address:

4. Enter Define Password and Confirm Password
5. Click the Save button
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Lock/Unlock Portal Logon ID’s

1. Logon to Portal; open your web browser and enter this URL: https://myhrms.wa.gov/irj or
https://wahrms.wa.gov/irj.

2. Search for a user by either entering something in the search box (EX: dop\*) or using the Advanced
Search option.

3. Click the box to the left of the Logon ID to select the user.

- OX
Fle Edt View Favorites Tools Help "

@Back - \ﬂ @ _;‘J /'.-\’ Search :\/ Favorites <) - k,; ] - ' i 3

el . »
v B Go Links

User Administration
Identity Management | Import | Activity Reporis

Address @j https://myhrms.wa.gov/irj/portal

Identity Management | History, C
3
-
I Search Sl
Search Criteria User |~| Al Data Sources ~| dop\* Go| Advanced Search|

Select All| Deselect All|  Create User| Copy to New User| Delete]| Unlock| Lock | Generate New Password |

Export

T... Statu Logon D = Name = Depariment = Data Source
i A @  dop\testuser Test, User UME Database

4

To LOCK a specific Portal Logon ID

a. At the search response form, click on the selection box to the left of the desired user’'s name and
click the “lock” button

I Search

Search Criteria |User [+ ||Al Data Sources |« | dopi® H Go f| Advanced Search |

| Select Al || Deselect AII| | Create User || Copy to New User| | I:Ielete| | Unluc(k || Lock ||)Generate Hew Password | Exp

B Status = Logon ID > MName S Depar
¢ dop\wkzample1 whksample1, Markfor

dop'wksample 1

HEER 0 EEH
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b. You will be prompted to enter a reason for the lock, after entering reason text, click @

dopt |
| Select All | Deselect All| | Create User | Copy to New User | | Delete | | Unlock | Lock | Generate New Password | || Export |

c.Upon successful lock, a message will appear and the user’s Status Icon will change from Green
Circle to a Blue Diamond.
[ Useris) locked

User | doptt |
| Select All| Deselect All| || Create User | Copy to New User | | | Delete | | Unlock | Lock | Generate New Password | | | Export |
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To UNLOCK a specific Portal Logon ID

d. Select the box to the left of the Portal Logon ID you want to unlock and click the Unlock button
ABOVE the name.

I Search

Search Criteria |User |v| |AII Data Suurces|v| ||:I|:||:|'-.* || Go || Advanced Search |

| Select All || Deseleu:tAlI| | Create User || Copy to New User| | Dele‘te| | Uﬁluck || Luckﬂ Generate New F‘asswurd| | Expu:lrt|

Type  Statuz = Logon ID = MName = Department
ﬁ < dopvwkzamplel wk=zample1, Markfor
HEE 0 HEH

e. You will be prompted to enter a reason for the unlock, after entering reason text, click the Unlock
button BELOW the Reason box.

I Search

Search Criteria |Us.er |v||AIIDﬂta Suurces|v||dup‘.* || GD||AI:I'.fﬂn|:EI:I Search

| Select All || Deselect All| || Create User || Copy to New User || | Delete | | | Uniock | Lock || Generate New Password || | Expoi

unlockin rovide a reazon for this action. Thiz will be documented in each user's account history.

"r'nl.l
age to Users:

Unlocking example 1

~—— e
7\ [~]

200 Rinckc | cangel]
\_

Type  Status = Logon ID = Name = Departr
ﬁ O dopiwkzample whkzample1, Markfor

f. Upon successful unlock, a = User(s) unlocked message will appear and the user’s status

icon will change to a green ball.
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Delete PORTAL domain\username Accounts (UME)

NOTE: For the process when people leave your agency refer to UserlD Maintenance when Employees
(ESS/Professional Users) Leave the Agency

1. Logon to HRMS Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.

2. Search for a user using the Advanced Search option.
| searcn

Search Criteria |User |=||All Data Sources |~ || [ Go|[ Advanced Search|

3. Enter Last Name and couple of letters of the first name with an *
4. Click Search

Advanced User Search

|§ searchf Clear Search Criteria | | Close Advanced Seach |
TR R RO EIRO N, General Information ; Account Information , Cc

Logon ID: | |
Last Name: \washburn

|
ju |
|

First Name:
E-Mail Address: |

5. Users will be displayed in the table.

- If your agency is outside the SGN your professional user accounts will be your agency
domain\username such as dop\username (UME)

- If your agency is inside the SGN your professional user accounts will be your agency e-mail
address such as LastFirst@dop.wa.gov (LDAP).

- 8 digit personnel number account could also be displayed. This is an ESS account.

| Select All | Deselect All| | Create User | Copy to New User| | Delete | | Unlock | Lock | Generate New Password | || Export |

T. . = LogonID = Name = Department = Data Source

& @ 00000000 WASHBURN, JULIA DOP UME Database
& @ d[]p'\username Washburn, Julia UME Database
& @ LastFirst@dop wa.gov Washburn, Julia C {(DOP) LDAP

Click the box to the left of the Logon ID to select the user

Click the Modify button to enter the edit mode

Click the User Mapping for System Access

Click the Clear button to clear the mapping

“*Effective April 26, 2010 you MUST also contact the DOP Service Center to have Professional
Portal accounts mapping cleared from the Federated Portal. You will need to provide the Bl UserID
and current password and the Professional Portal account userID (LDAP or UME). Send requests to
the DOP Service Center at servicecenter@dop.wa.qov or contact 360-664-6400.

© N

10. Click the Save button.
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10

[ Save| caprel| 8
#  Additional Information , Customized Information , Assigned Roles , Assigned Groups 4R NE T g e P 2ot

System Selection

System: SAP_BW (X)|~| Why are some systems missing?

You chose the SAP reference system. The user ID you enter will be used for Single Sign-On to several or all SAP systems.
When you change elements of this user mapping, you need to enter a valid password to prove your identity.

Mapping Data

Mapped User ID: 3_123458?8
Mapped Pasgord: |

Refresh Cliar l

11. With the user still selected click the “delete” button

[~
I Search El[T]

Search Criteria User |~||All Data Sources ~| dop\* Go| Advanced Search|

Select All| Deselect All| | Create User| Copy to New User (" Delete| YUnlock| Lock | Generate New Password |

Export

T... Statu Logon ID = Name = Depariment = Data Source =
@ dop\testuser Test, User UME Database
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12. Enter the reason for the account deletion and click Delete button.

ldentity Management | History, =
[
4]
I Search EllT]
Search Criteria User |~||All Data Sources «| dop\* Go| _Advanced Search |
Select All| Deselect All|  Create User| Copy to New User| Delete| Unlock| Lock| Generate New Password |
Export
Are you sure you want to delete selected user(s)? Provide a reason for this action. L
Message to Users:
éEmponee transfered to another ﬂ
fagency.
%Iete Canpel
T... Statu Logon ID = Name = Department = Data Source =
& @ dopttestuser Test, User UME Database
-
13. Upon successful deletion, the following message will appear at the top of the User List.
[l The selected user has been deleted or cleaned up
-
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Delete Access from PORTAL E-Mail Account (LDAP)

NOTE: You cannot delete an LDAP e-mail account.

14. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.

15. Click the Advanced Search button
16. Enter the Last name and Couple of letters of the first name with an *, and click the Search

button
I Search

Advanced User Search

| Search ) Clear Search Criteria| | Close Advanced Seach |

TR R RO EIGON, General Information ; Account Information |

Logon ID: | |
Last Name: \Washburn |
First Name: LJu| |

|

E-Mail Address: |

17. Click on the e-mail (LDAP) account
| searcn El

Search Criteria |User |+||All Data Sources|~|[12345678 |[ Go|[ Advanced Search |

| Select Al | Deselect All| | Create User | Copy to New User| |Delete| |Unlock | Lock | Generate New Password | || Export |

Type Status Logon D = Name = Department = Data Source =
& @ 00000000 Washburn, Julia C. DoP UME Database
i @ LastFirst@dop.wa.gov Washburn, Julia C (DOP) LDAP

18. Click the Modify button to enter editing mode
19. Click the Assigned Roles tab. If there are any roles you need to delete them.

20. Click on the User Admin role
21. Click the Remove button; the removed role will be moved to the Available Roles section.

Remove any other assigned roles.

General Information ; Account Information , Contact Information , Additional Information , Customized Information {xsmn

Available Roles Assigned Roles

Search Criteria |All Data Sources |~| [ Go] Search Criteria |All Data Sources|~| [ Go]

| Select All| Deselect All| | Select All | Deselect Al |

Name = Description + Data Source B Name = ipti < Data Source =
' pcd:portal_cont... User Admin ortal Role
Enter a search parameter and choose Go.
Row|0/of 0 Row|1]of 1
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General Information , Account Information , Contact Information ; Additional Information , Customized Information g8t =l = D=
Available Roles Assigned Roles
Search Criteria |All Data Sources |+ | | Go] Search Criteria |All Data Sources|~| | Gol
[ Select Al Deselect All| | Select All | Deselect Al |
Name % Description - Data Source 3 Name = Description = Data Source B
¥ pcd-portal_cont... User Admin Portal Role —

Enter a search parameter and choose Go.

22. Click on the Assigned Groups tab
23. Click on the All Data Sources drop down and choose UME Database and Click Go

# Contact Information , Additional Information ; Customized Information ; Assigned Roles [«[»]=]

Available Groups Assigned Groups
Search Criteria |All Data Sources [~ | Go| search Criteria:All Data Sources |- [ cbl )
[Select All | Deselect All| Select All | DesdAll Data Sources
Built-in Groups Adapter
Name = Description = Data Source E] Name LDAP P P = Data Source B
& | Everyone UME Database Eve...  Built-in Groups Ad._.
Enter a search parameter and choose Go. & ER_Assessment . | Assessment—ER _ | UME Database
& ER_DecisionMa. . Decision Maker — .. | UME Database
& DOPDLISD Pla... LDAP
& DOP DL ISD Staft LDAP
row/0lof 0 Rowl 1lof12 [~[=]=]

24. Click on the Group role

25. Click the Remove button; the removed Group Role(s) will be moved to the Available Groups
section. Remove any remaining Group Roles.

# Contact Information , Additional Information ; Customized Information , Assigned Roles [«][v]c]
Available Groups Assigned Groups
Search Criteria |All Data Sources [~ | Go| search criteria |UME Database [~ [ Go]
| Select All | Deselect Al | | Select All | Deselect Al
Name = Description = Data Source B Name = Description = Data Source B
& | Administrators UME Database
Enter a search parameter and choose Go. Reports_ GRP DOP Bl Reports G... UME Database
Assessment._. | Assessment—ER . UME Database
5 DecisionMa.. Decision Maker — . UME Database
Row|0of0 4
#  Contact Information , Additional Information , Customized Information , Assigned Roles [«]]=]
Available Groups Assigned Groups
Search Criteria |All Data Sources [~] | Go| search Criteria |UME Database [~] [ Go]
[ select Al| Deselect All| | select All | Deselect Al |
Name % Description < Data Source B Name = Description = Data Source B
& | ER_DecisionMa. . Decision Maker — . | UME Database <4——&—Administrators UME Database

| ER_Assessment.. | Assessmeni—ER .. | UME Database
& Bl Reports_ GRP | DOP Bl Reports G... | UME Database
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26. Click the User Mapping for System Access

27. Click the Clear button to clear the mapping
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have Professional
Portal accounts mapping cleared from the Federated Portal. You will need to provide the Bl
UserlID and current password and the Professional Portal account userlD (LDAP or UME). Send
requests to the DOP Service Center at servicecenter@dop.wa.gov or contact 360-664-6400.

28. Click the Save button.
‘ 13

15 #  Additional Information , Customized Information , Assigned Roles , Assigned Groups G E b T se = ) e =D

System Selection

System: SAP_BW (X)|~| Why are some systems missing?

You chose the SAP reference system. The user ID you enter will be used for Single Sign-On to several or all SAP systems.
When you change elements of this user mapping, you need to enter a valid password to prove your identity.

Mapping Data

Mapped User ID: 3_123458?8
Mappt}‘d Iassword:

[Retresh [[Clear]

Non-Professional Users (ESS Users) Leave State Employment — Employee Status
is Withdrawn:

HRMS PORTAL:

1. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj
2. Search for a user by entering the 8 digit personnel number in the Search Box

I Search O

Search Criteria User |~||All Data Sources ||112345678 ‘[ Go][ Advanced Search |

| Select Al | Deselect All| | Create User | Copy to New User| || Delete | | Unlock | Lock | Generate New Password | || Export |

£ 13

T... Statu: Logon ID = Name = Department % Data Source

Enter a search parameter and choose Go.

3. Click on the Name of the User and click the Delete button
I Search ElC

Search Criteria |User [=||All Data Sources |+|[12345678 || Go|[ Advanced Search |

[select Al Deselect All|| [ Create User | Copy to New User {| Delete [) [ Unlock | Lock | Generate New Password | | Export|

T | = Name = Department = Data Source =
& @ 12345678 User, Test UME Database
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4. Enter the reason for deletion and click the Delete button.
I Search

ElC

Search Criteria |User |=|/All Data Sources |~|/12345678 |[ Go|[ Advanced Search |

| Select All | Deselect All| | Create User | Copy to New User| | Delete| [ Unlock | Lock | Generate New Password | || Export |

Are you sure you want to delete selected user(s)? Provide a reason for this action.
Message to Users:

Employee is withdrawn |Z|
[Defete]| Cancel
Ty Statu: Logon ID = Name = Department = Data Source
& @ 12345678 User, Test UME Database

5. After successful deletion, the following message will be displayed.

@ The selected user has been deleted or cleaned up
| Search

Search Criteria User |=| All Data Sources|~|/12345678

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):

HRMS PORTAL domain\username UME account:

1. Logon to HRMS Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.

2. Search for a user using the Advanced Search option.
| searcn

Search Criteria |User |~||All Data Sources|~|| [ Go|[Advanced Search]

3. Enter Last Name and couple of letters of the first name with an *
4. Click Search

Advanced User Search

|§ searchf Clear Search Criteria | | Close Advanced Seach |
TR R RO EIRO N, General Information ; Account Information , Cc

Logon ID: | |
Last Name: \washburn |
First Name: liu* |

|

E-Mail Address: |

5. Users will be displayed in the table.
- If your agency is outside the SGN your professional user accounts will be your agency
domain\username such as dop\username (UME)
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- If your agency is inside the SGN your professional user accounts will be your agency e-mail

address such as LastFirst@dop.wa.gov (LDAP).
- 8 digit personnel number account could also be displayed. This is an ESS account.

| Select All | Deselect All| || Create User | Copy to New User| | Delete | | Unlock | Lock | Generate New Password | || Export |

T.. ... % LogonID s Name % Department = Data Source

& @ 00000000 WASHBURN, JULIA DOP UME Database
& @ dop\username Washburn, Julia UME Database
& @ LastFirst@dop.wa.gov | Washburn, Julia C (DOP) LDAP

6. Click the box to the left of the Logon ID to select the user and click the “delete” button

I Search El[T]
Search Criteria User | ~| All Data Sources »| dop\* Go| Advanced Search |
Select All| Deselect All| | Create User| Copy to New Usel] Delete|) Unlock| Lock | Generate New Password |
Export ~—
T... Statu Logon ID = Name = Depariment = Data Source =
@ dop\testuser Test, User UME Database
7. Enter the reason for the account deletion and click Delete button.
Identity Management | History, £
¥
4]
I Search EllT]
Search Criteria User |~||All Data Sources «| dop\* Go| _Advanced Search |
Select All| Deselect All|  Create User| Copy to New User| Delete| Unlock| Lock| Generate New Password |
Export
Are you sure you want to delete selected user(s)? Provide a reason for this action. L
Message to Users:
éEmponee transfered to another ﬂ
iagency.
%Iete Ca@;el
T... Statu Logon ID = Name = Department = Data Source =
& @ dopttestuser Test, User UME Database
-
8. Upon successful deletion, the following message will appear at the top of the User List.
[l The selected user has been deleted or cleaned up
-
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HRMS PORTAL e-mail LDAP account:

NOTE: You cannot delete an LDAP e-mail account.

1. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.
2. Click the Advanced Search button

3. Enter the Last name and Couple of letters of the first name with an *, and click the Search button
| searcn

Advanced User Search

| Search ) Clear Search Criteria| | Close Advanced Seach |

TR R RO EIGON, General Information ; Account Information |

Logon ID: | |
Last Name: \Washburn |
First Name: LJu| |

|

E-Mail Address: |
4. Click on the e-mail (LDAP) account

I Search

EC

Search Criteria [User |~||All Data Sources|~|| 12345678 || o] [ Advanced Search |

[ select All | Deselect All| [ Create User | Copy to New User | | Delete| |Unlock | Lock | Generate New Password | | Export |

Type Status Logon ID = Name = Department < Data Source B
i} @ 00000000 Washburn, Julia C. DOP UME Database
& @ LastFirst@dop.wa.gov Washburn, Julia C (DOP) LDAP
5. Click the Modify button to enter editing mode
6. Click the Assigned Roles tab. If there are any roles you need to delete them.
7. Click on the User Admin role
8. Click the Remove button; the removed role will be moved to the Available Roles section. Remove
any other assigned roles.
General Information ; Account Information , Contact Information , Additional Information ; Customized Information
Available Roles Assigned Roles
Search Criteria |All Data Sources |~| [ Go] Search Criteria |All Data Sources |+ | [ Go]
| Select All | Deselect All] | Select All | Deselect All|

-

Name = Description = Data Source ] Name ipti = Data Source ]
ped:portal_cont. .. User Admin ortal Role

Enter a search parameter and choose Go.

BER 0 =EEE | mewor1 ] -]
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General Information , Account Information , Contact Information | Additional Information ;, Customized Information

Assigned Roles D=
Available Roles Assigned Roles
Search Criteria |All Data Sources |+ | | Go] Search Criteria |All Data Sources|~| | Gol
[ Select Al Deselect All| | Select All | Deselect Al |
Name % Description - Data Source 3 Name = Description = Data Source B
¥ pcd-portal_cont... User Admin Portal Role —

Enter a search parameter and choose Go.

9. Click on the Assigned Groups tab

10. Click on the All Data Sources drop down and choose UME Database and Click Go

# Contact Information , Additional Information ; Customized Information ; Assigned Roles [«[»]=]

Available Groups Assigned Groups

Search Criteria |All Data Sources [~ | Go| search Criteria:All Data Sources |- [ cbl )
[Select All | Deselect All| Select All | DesdAll Data Sources
Built-in Groups Adapter
Name = Description = Data Source E] Name LDAP P P = Data Source B
& | Everyone UME Database Eve...  Built-in Groups Ad._.
Enter a search parameter and choose Go. & ER_Assessment.. | Assessment—ER ..  UME Database
& ER_DecisionMa... Decision Maker — .. | UME Database
& DOPDLISDPla... LDAP
& DOP DL ISD Staff LDAP
Row!0lof 0 Rowl 1laf12 [+[=[=l

11. Click on the Group role

12. Click the Remove button; the removed Group Role(s) will be moved to the Available Groups
section. Remove any remaining Group Roles.

/" Contact Information , Additional Information , Customized Information | Assigned Roles g0GEh S LelGll [«

Available Groups Assigned Groups

Search Criteria |All Data Sources [~

| Select All | Deselect Al |

| Go| search criteria |UME Database [~ [ Go]
| Select All | Deselect Al

Name = Description = Data Source B Name = Description = Data Source B

& | Administrators UME Database

Enter a search parameter and choose Go. Bl_Reports_GRP DOP Bl Reports G...  UME Database
ER_Assessment..  Assessment—ER ... UME Database
ER_DecisionMa... Decision Maker — .. UME Database
Row/0/or0 2ow| o4
#  Contact Information , Additional Information ; Customized Information , Assigned Roles @VEET 1= el [«[r]e]

Available Groups Assigned Groups

Search Criteria |All Data Sources [~] | Go| search Criteria |UME Database [~ [ Go|

| select All | Deselect Al |

Name % Description < Data Source B Name = Description
& ER_DecisionMa.. Decision Maker — | UME Database <= & Administrators
& ER_Assessment.. | Assessment—ER .. UME Database

& Bl Reports GRP | DOP Bl Reports G._. | UME Database

[ Select Al Deselect Al

= Data Source =
UME Database
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13. Click the User Mapping for System Access
14. Click the Clear button to clear the mapping
**Effective April 26, 2010 you MUST also contact the DOP Service Center to have Professional
Portal accounts mapping cleared from the Federated Portal. You will need to provide the Bl
UserlD and current password and the Professional Portal account userlD (LDAP or UME). Send
requests to the DOP Service Center at servicecenter@dop.wa.gov or contact 360-664-6400.

15, Click the Save button.
‘ 13

15 #  Additional Information , Customized Information , Assigned Roles , Assigned Groups G E b T se = ) e =D

System Selection

System: SAP_BW (X)|~| Why are some systems missing?

You chose the SAP reference system. The user ID you enter will be used for Single Sign-On to several or all SAP systems.
When you change elements of this user mapping, you need to enter a valid password to prove your identity.

Mapping Data

Mapped User ID: 3_123458?8
Mappq]dfassword:

[Refresn [[Ciear]

Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this change
does not update the ESS User account (8 digit personnel number) or the UME professional account
(domain/username) for that employee in the Portal. The Agency User Administrator must manually go into the
Portal and change the employee’s name on the ESS account, and recreate the Professional UME account with
the new name and logonID.

Changing the Name in the ESS or domain\username (UME) Portal Account

1. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj
2. 'iype in the user’s 8digit personnel number in the search box for ESS user account
Search

Search Criteria |User |+|/All Data Sources|~|:00000000| i| Go|[ Advanced Search |

3. Click the Go button
I Search E

Search Criteria |User |~||All Data Sources|=|[00000000 | Go:Advanced Search |

| Select All| Deselect All| | Create User | Copy to New User| | Delete| | Unlock | Lock | Generate New Password | | Export ]

Type Sta.. = LogonID s Name = Department = Data Source £
] @ 00000000 Doe, Jane UME Database
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4. Click on the user. The line with be highlighted in orange and the details will be displayed below

| Select All | Deselect All|| [ Create User | Copy to New User| | Delete| | Unlock [ Lock | Generate New Password| [ Export|

Type Sta.. = LogonID = Name = Department = Data Source B
& @ 00000000 Doe, Jane UME Database
Row!1]of 1
I Details of User 00000000
el s, Account Information  Contact Information . Additional Information , Customized Information , Assigned Roles || =l

Logon ID: 00000000

Last Name: Doe

First Name: Jane

E-Mail Address:

5. Click on the Modify LMedity [pytton
I Details of User 00000000 [
e e =N, Account Information |, Contact Information |, Additional Information , Customized Information ;| Assigned Roles || &

*

@« Define Initial Password
' Generate Password
" Disable Password

Define Password: [ 1
Confirm Password: [ ]

Last Name: *
First Name:
E-Mail Address: r
6. Edit the Last and/or First name
Last Name: * ‘Jackson |
First Name: \Jane |

F_Mail Addrece: | |

7. Click Save [ Save|

Changing the LogonlID for the domain\username (UME) Portal Account

NOTE: In order to change the LogonID in the UME Professional Portal account (domain\username) you will have

to create a new Professional Portal account assign roles/group roles, and map to Bl. Then delete the old
Professional Portal account with the old name.

Security Administration Handbook v9 Page 115 of 115

Revised: 05/13/2010



